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How's my presentation so far?

CJ Respond at PollEv.com/cisco54 [J Text CISCO54 to 22333 once to join, then A, B, C, or D

It's amazing.| A s

Pollev.com/cisco54
It's incredibly amazing!| B

how's my presentation so far?
You can respond once

u It's amazing.
u It's incredibly amazing!

It's aw'right

It's aw'right
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Agenda

Network Requirements for the Digital Organization
Self-Healing Infrastructure

- Self-Optimizing Automation and Assurance

- Self-Defending Security and Compliance

Self-Aware Insights and Experiences

el
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Transform Processes & Empower Workforce \\WAS
Business Models Efficiency and Innovation Citizen Experience

Innovations €  Increased Productivity Increased Loyalty
Faster Time to Market /4 Better Retention Greater Insight

Mobility Analytics Cloud

Mobile traffic will exceed loT devices will 75% of companies planning 80% of‘organizations will
wired traffic by 2017 triple by 2020 to or investing in big data primarily use SaaS by 2018




The Network Must Evolve for Digital

|Ad Faster ,"‘,‘ Reduce Cost Lower Risk &
ol . ‘blj . .
Innovation by & Complexity Meet Compliance
Insights & I Automation & ! Security
Experiences : Assurance ‘
Visibility & analytics Accelerated roll out Rapid threat detection

users | devices | applications | threats

of services and mitigation



Network Requirements for the Digital Organization

Self-Aware

@ Insights | Experiences
]

Visibility and Analytics
Driving change through insight

Self-Optimizing
O

Automation | Assurance

Speed and Simplicity

Innovating beyond the standard

Self-Healing Infrastructure
Infra Software | Highly Available

Always on, Always ready

Self-Defending

@ Security | Compliance
ol'IIII II'lo

Threat Defense
Protecting the business and users




Infra Software | Highly Available

"= Enterprise
Infrastructure IPv6 Ready
IPv6 and Dual Stack Client
Support , Infrastructure IPv6
‘e’

enabled

Best in Class Products
Next-gen 5520, 8540 and
Wave2 1lac APs 2800, 3800

Wave2 1lac Ready

Enhanced vWLC
Supports Cisco AP 18xx,

Increased Scale and

Provisioning 2800, 3800
Day 0
provisioning
Day 0 Wired and
Wireless OTA = d
express setup DA Ready
ISE Lite, Prime Lite, APIC-EM
Integration
Cloud-Ready Infra BYOD and Wired/Wireless
WSA, CMX Cloud, Guest Access
Smart Licensing, PnP High Availability
o el System SSO, Network,

RF Redundancy
MSE and PI High
Availability






User-First Lifecycle

The Bigger Picture

Plan

Design Phase

Design Guides

Mobility Design
Guides

Data Sheets
RF Planner
Site Survey

Day 0 — Provision

Operate

Cisco[( Vf/

Express Setup

Wired

Over the Air
Best Practices at
Day 0

Day 1 — Optimize

Best Practices

Audit Upgrades
Config Analyzer
Cisco Active
Advisor

Day 2 — Monitor

Dashboards

Wireless Performance
Monitoring

Real time
troubleshooting

BRKEWN-2670 2016 Cisco and/or its affiliates. All rights reserved. Cisco Public







WLAN EXxpress Setup

WLC
WLAN Express Setup

7.6 MR2, 8.0, 8.1
Wired Express Setup

* Introduced on 2504 in 7.6 MR2, 8.0
» Extended to 5508, vVWLC, 7510, 8510in 8.1
» Extended to 5520, 8540 in 8.1 and Mobility Express in 8.1 MR

Best Practices defaults,
RF Parameter Optimization, Network
Profiles

Wireless Over-The-Air (OTA) Setup

~——— « Available in 8.1 and higher
e ] Supports Universal AP (UX)
sewp R e Supported on 2504 and Mobility Express

* RF parameter setting Ease of use

= Enhanced performance, security, resiliency
with best practice recommendations turned
on boot up time

vel
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WLAN Express Setup
;-V\Frea: Eor;e(; PE E_th(;ne_t \\\ I

= x s IConnect to SSID ‘CiscoAirProvision’ using |
l Ithe key ‘password’ )

I If setup is Wireless, wait for I
IAP to power and broadcast SSID |

’
CISCO [lWI BRKEWN-2670 © 2016 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



WLAN Express Setup

'ough a setup wizard

Cisco[( V&/

Maragement VLAN O

India (IN)

00052014 (4 124733

10.10.105
255.255.255.0

10.10.10.1

Enable RF Optimization

3 Advanced Setting
~

RF Parameter Optimizaticon
Client Density L
Low Typical High
Traffic Type Data E|
Wirtual IP Address 192.0.2.1
Local Mobility Group Default
Back Next

Confirm settings

sifen]. o (euntrallar
ciIsco L2l S8 = Wireless Controlle

The contreller has baean fully configured and will now rastart.

Next Seps:

1. Disconnect the computer fram controller pon 2, then plug the contraller part 1 te the network

switch,

2, After the conroller is restared, it will be accessible frem the nenwork by geing 1o this URL -

hpsdf 10,110,105

BRKEWN-2670

2016 Cisco and/or its affiliates. All rights reserved. Cisco Public
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http://192.168.1.1

WLAN EXxpress Best Practice Defaults

AVC Visibility
mMDNS Snooping

New MDNS Profile for printer,

http

Local Profiling

Band Select

DHCP Proxy
Secure Web access
Virtual IP 192.0.2.1
RRM-DCA Auto
RRM-TPC Auto
CleanAir Enabled
EDRRM Enabled
Channel Width 40 MHz
Aironet IE Disabled

Cisco[( V&/

Management over Wireless disabled

Load Balancing

Rogue Threshold Enabled

Client Exclusion Enabled
FastSSID Enabled

Infra MFP

Multicast Forwarding Mode
SNMPv3 (delete default)

Mobility Name

RF Group same as Mobility Name
DHCP Required on Guest WLAN
5 GHz Channel Bonding

BRKEWN-2670

Save Time & Money

Optimum starting point at
Day 0/1 network setup

RF parameter setting
ease of use

Enhanced performance,
security, resiliency with
best practice
recommendations turned

2016 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Best Practices Audit
Optimization

Cisco(f V&/



Best Practices Fix and Ignore Options

Ignored Best Practices Score Add Ignored Best Practices

A popup that displays the ignored best practices which
Best Practices implemented on cur| The number of ignored best practices. can be re-added.

@ Monitoring Add Best Praclice
22 Network Summary
[ — Best Practice Score mDNS Gateway
Multicast Mobility
Multicast VLAN

[ENICE

Clients

®Wireless Dashboard

| 802.1x on AP
AP Performance
| CPU ACLs
S [FET BT EE Local Management Password Policies
Disable Aironet IE |
L 4 "\ Peer To Peer
+ More Optimizations... User Iogin po\icies
-
SECURITY
Client Exclusion |
Legacy IDS |
Min Rogue RSS| Threshold |
== More Oplimizations i |
RF
MANAGEMENT 1

Auto Coverage Hole Detection

Auto Dynamic Channel
Assignment

Auto Transmit Power Control Q

4 More Optimizations




WLC Config Analyzer — Per Controller Compliance

- Best Practices categorized into

General =c. File Edit Find RFAnalysis  Report Center
. AP B EISLIGIAM &kl d

View  Settings Windows Help

Device Data | AP Nearby Info | Vaice M [ Gicbal I [ AP Messages|

M O b i I Ity & Controllers Information

R F ::liip;;:rﬂ Controner: aoc-1 03-W|C1 Category pliance Total Checks | Passed Checks |Failed Checks
[#- Interfaces
SeCU rlty g ;‘I;n[:‘mups - WLANs ::nem| \ ; :
[#- AP Groups - APs -
. Voice e = I :
- Mobility Peers ivice-
Mesh Rl — i . .
Flex
- Per-Controller Compliance 0-40%
Level for Each category 41-80% vYellow

- Best Practices-All cortrollers

. Total/Passed/Failed checks o Aol 81-100% Green

[#- Access Points

vel
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Compliance Level w/ and w/o Express WLAN Setup

Information:

Category |Compliance Level Total Checks Passed Checks |Failed Checks
AP 1 1
General 3z 12
Mability 1 0
Voice- Cisco 13 &
Security 2 12
1
. | - -
7.6 MR2 without : Analyze & Mitigate
Express WLAN Setup |
r |
Information: Downloadable client
. - Configuration stays local
Category |Compliance Level | Total Checks Passed Checks |Failed Checks
AP 2 0 Simplified operational use to
General * 8 quickly identify and and fix
Wbty ! 0 problem areas
RF 2 0
Voice- Cisco 15 4 RF Health metI’ICS, IOS Support,
Securty 0 Mobility Group support

vel
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Cisco Active Advisor Personalized Health Score

il
eisco  Clsco Active Advisor

# Scan Network @ All Devices Alert Contacts

A/ Al Devices / Device Overview / Best Practices
™
Device O 0 6 O
Overview Advisories End of Life Warnings ~ Enabled Features Health

s:w:n ConfigEror-7  BestPractice2é  Info0  Export

10CC * Improve

Q I @ General
Category l Severity 1uunq- A

AP: Syslog messages are sent o broadcast address, if there are errors reported by many APs, and there are too many APs per vian, this can cause broadcast storms. For best practices, it is better to configure o individual server

Best Practices Waming (From AP : AP2700 / FTX18205266)

Contfig Error Warning Enterprise: Load Balancing is a recommended best practice for high density environments

Best Practices Informational | General: AVC visibility is recommended. Ensure you are using 7.4.121.0, 7.6.110.0 or higher. WLAN: Sujit-test

Personalized device

Bost Practices | Informational | Genersl: CleanAl detection s highly recommended if your current AP HW types support the feature. For 802.11a band h eal th sScore

Config Error Waming | General: Band Select is not in use on any WLAN. it is a recommended feature when there is a good AP density in Enterprise deployments, Avoid on voice WLANS

Best Practices Informational | General: CleanAir detection is highly recommended if your current AP HW types support the feature. For 802.11b band
| R P S T Free, cloud-based

BestPractices | Waming | General: Controller without time source, please configure a valid NTP server se er ce
BestPractices | Waming | General: Detected channels on band 100-140 as not in use for DCA. If country regulations allows it, it is acvisable to enable to improve channel distribution on 802.11a band
| [ Genersi: Dissbing low data rates/1 1b can help 1o optimize the channal utizstion on the 2.4 band. Depending on RF coverags, or i using legacy clients, this may cause problema. Please validate bstore nforcing the changss, &3 Automat|cal|y takes an

inventory of your Cisco
network

Best Practices

View (ETONEED Rosults per page 1234 Nt Last

©2014 Cisco Systems, Inc. All rights reserved | Privacy Statement | Terms & Conditions | Help & FAQ

Create Cisco Active Advisor login at : https://www.ciscoactiveadvisor.com

BRKEWN-2670 2016 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Infrastructure: Enable High Availability (AP & Client SSO)

A direct physical connection between Active and Standby Redundant Ports or Layer 2 connectivity is required
to provide stateful redundancy within or across datacenters

Active Controller Redundancy 4 ctive Controller

Redundancy Port RP 1

Connectivity Hot Stand-by controller Redundant Port
: Connectivity

Same configuration
onboth Poland Po2 ~ >2SZ€0Y22 YO T
o

Cinof . ot Ml

Acﬁve Controller HotStand-by Controller

Po2

.|~-==-ni- —~

Trunk < > X
81— Slot 8: Active WiSM-2 “aabaaet Port-channels “—7~
§ ~ Slot 9: Hot Stand-By WiSM-2 23
5520 5520
Active WLC Standby WLC

Sub-second failover and zero SSID outage

’
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Infrastructure: Enable AP Failover Priority

- Wireless - Access Points - Global Configurations
- Wireless - Access Points - All APs->AP_NAME - High Availability

All APs > Details for AP3600-WSSI_1

‘ General | Credentials | Interfaces | High Availability | Inventory | Advanced |

Management IP Address

AP Failover Priority Name
Primary Controller WLC1 172.20.227.100
Global AP Failover Priority Enable = Secondary Controller
Tertiary Controller
AP Failover Priority Low
Medium
High
Critical

Allows certain APs to be assigned higher WLC join priorities, so they are given preference while

joining a WLC
Cisco[(l/&/ BRKEWN-2670

© 2016 Cisco and/or its affiliates. All rights reserved. Cisco Public 27
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Infrastructure: Enable AP Multicast mode

Controller > General > AP Multicast Mode

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller General
(e Name Cisco Contraller
EnVEnESY 802.3x Flow Control Mode [ Disabled * |
HEfr e LAG Mode an next reboot | Disabled | (LAG Mode is currently disabled). it ittt
Interface Groups ) - " 1 . 1
Broadcast Forward | Disabled % |
Mutticast I bt e : ] i Unique across WLCs and not i
AP Multicast Mode L | Multicast + | 239.28.28.77 Multicast Group Address Y, 1 . .
P —_— —_— Sao 1 clashing with other protocols !
AP IPv6 Multicast Mode £ | Unicast  +| SSaooo 1 1
* Redundancy AP Fallback [ Enabled 3|
b Internal DHCP Server AP Preferred Mode ]  Mot-Configured
» Mobility Management Fast SSID change | Disabled * |
Ports Link Lecal Bridging | Disabled * |
P NTP Default Mobility Demain Name MyGroup

Network infrastructure must provide multicast routing between management interface subnet and AP subnet

Forward multicast traffic to Access Points instead of sending unicast messages to each individual AP

vel
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Infrastructure: Enable Multicast Messaging for mobility domains

Controller > Multicast
Controller > General

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Mobility Multicast Messaging
ensl Enable Multicast Messagin L
Inventory

Local Group Multicast IPvé4 Address 230.28.28.77 Multicast
EERSE S Local Group Multicast IPvE Address
Interface Groups Mobility Group

Multicast Enable Global Multicast Mode ™

» Network Routes Enable IGMP Snooping )
D (e IGMP Timeout (seconds) 60
¥ Internal DHCP Server

IGMP Query Interval (seconds) 20
¥ Mobility Management

Mobility Configuration Enable MLD Snooping o)
Mobility Groups
Mobility Anchor Config

MLD Timeout (seconds) 60
Multicast Messaging

MLD Query Interval (seconds) 20

8|

Allows clients to announce messages to all mobility peers, instead of individual WLCs, benefiting

time, CPU usage, and network utilization. Multicast routing between controllers



Infrastructure: Multicast VLAN for Interface Groups
WLANs - WLAN Name - General

mm
cisco

WLANs

¥ WLANs
WLANs

b Advanced

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs > Edit 'enjoy'

General | Security | QoS | Policy-Mapping | Advanced |
ame enjor
pe WLA
enjoy
sssss ™ E
Secu
(™ r security ta s.)
Radio Policy ( J
v Jllnte Cintga @ ‘
I (¥ Enable:

Cisco[( V&/

N\

VLAN1

VLAN3

(

VLAN4

¢

Gr :
Multieast Vian Feature nabled
Multicast Interface | dynamic58 =
Broadcast 551D (¥ Enabled
NAS-ID - .
AN? (mcast vian)
Network -

Interface group

To limit the multicast on the air to a single copy on a predefined multicast VLAN

BRKEWN-2670

© 2016 Cisco and/or its affiliates. All rights reserved. Cisco Public 31
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Infrastructure: Enable Fast SSID change

Controller > General

Cisco

Controller

-

v

-

-

v

-

v

-

General

Inventory

Interfaces

Interface Groups
Multicast

Network Routes
Redundancy

Internal DHCP Server

MONITOR  WLANs

General

Name

802.3x Flow Control Mode
LAG Mode on next reboot
Broadcast Forwarding

AP Multicast Mode £

AP 1Pv6 Multicast Mode 2
AP Fallback

CAPWAP Preferred Mode

CONTROLLER

WIRELESS  SECURITY

WLC-mesh

Disabled =
Enabled =
Disabled =
Unicast .
Unicast v
Enabled =
ipvd 3

Mobility Mar it
IFast SSID change | Enabled % | I

Ports

Link Local Bridging Disabled =
NTP

Default Mobility Domain Name WNBU-TME
CDP

RF Group Name WNBU-TME
PMIPVE

User Idle Timeout (seconds) 300
IPv6

ARP Timeout (seconds) 300
mDNS

Web Radius Authentication PAP -
Advanced

Cisco[( V&/

Operating Environment

Internal Temp Alarm Limits

Commercial (0 to 40 C)

ODtoe5C

MANAGEMENT COMMANDS HELP FEEDBACK

(LAG Mode is currently enabled).

Allows clients to move faster between SSIDs, by not clearing the client entry

BRKEWN-2670

© 2016 Cisco and/or its affiliates. All rights reserved.
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Infrastructure: Enable per-user bandwidth contract

WLANSs - Edit ‘'WLAN_NAME’ & QoS

WLANSs > Edit "Guest’

| General | Security | QoS | Policy-Mapping | Ads d |
Quality of Service (QoS) | Silver (best effort) % | |r ____________________________ :
Applicaton Visibilty  Enables ; Limit data rates for Guest !
1
1
AVC Profil [ i 1
' and Contractor accounts |
Netflow Monitor | none +| d I
Vil S e i
U
Override Per-User Bandwidth Contracts “(!&SI <3
DownStream UpStream
Average Data Rate 10 10
Burst Data Rate 10 10
Average Real-Time Ratdg 100 100
Burst Real-Time Rate 1000 100
| Clear |

Enforces limits on non-mission critical clients

vel
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Infrastructure: Enable Client Load Balancing

WLANSs - Edit “WLAN-NAME” - Advanced

General | Security | QoS | Policy-Mapping | Advanced
g

Management Frame Protection (MFP)

Static IP Tunneling 2 |_|Enabled

Wi-Fi Direct Clients Policy | Disabled : MFP Client Protection # | Optional  #
Maximum Allowed Clients DTIM Period (in beacon intervals)

Per AP Radio

Clear HotSpot [ JEnabled 802.11a/n (1 - 255) 1

Configuration
Client user idle 0 802.11b/g/n (1 - 255) 1
timeout(15-100000) = NAC

Client user idle threshold
NAC Stat: N
(0-10000000) 0 Bytes ate | None

Radius NAI-Realm ( Load Balancing and Band Select

Mart Via WIireless, v e e ok LENARIBOL o e s i e o s o e o o e o e I Client Load Balancing 4 I

(EE C||ent WIndOW Slze 1_20 Client Band Select
i Maximum Denial Count 0-10

New Client
& Joining Network

Balances the number of clients connect to a WLAN between multiple APs

Not suitable for Voice, Low Density and single AP deployments like hotspots

vel
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Infrastructure : Disable Aironet |IE
WLANs = Edit “WLAN-NAME” - Advanced

WLANSs > Edit 'enjoy’

" General | Security | QoS | Policy i 1 A ed

T « Aironet IE 0x85 in beacons and

Coverage Hole Detection @ Enabled DHCP Server || Override b
Enable Session Timeout ] pro e reSponSeS
- — DHCP Addr. Assignment || Required H
= e | « AP name, load, client count etc.
Diagnostic Channel I8 | JEnabled oEAP
Override Interface ACL IPv4 | None # | IPv6 | None # | Split Tunnel || Enabled

e Chon <) _ R,  Controller sends Aironet IEs 0x85
A ' I — and 0x95 in the reassociation

o Alowes s |- et value (e DTIM Period (in beacon intervals) response if it receives Aironet |IE
e g s B0z 11ayn (1255 |1 0x85 in the reassociation request

Client Exclusion 2 [¥Enabled 80

Wi-Fi Direct Clients Policy | Disabled * 802.11bfg/n (1 - 255) |1 ° Management IP addreSS Of WLC
aximumm Allowe: ients NAC
:‘er ap Ra:;! @ e 200 e [T : * |P address of AP

o LntCnnt

Can cause compatibility issues with some types of wireless clients

Enable for WGB and Cisco voice. Optional for CCX based clients

vel
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Infrastructure: Same Virtual IP if same mobility name

Controller = Interfaces = virtual

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

ntr
General
""""""" i eneral Information e
. S Mobility Group

e
Network Rout 192.0.2.1 192.0.2.1
Redund < e =

o v . >~z v >~ 1 W

obil emes s the WLANS to be temporarily dissbled and thus may result in loss 'l.l’i.t! li.i.i..—!
Ports
NTP -
coP i S RS ' Q0000
,,,,, = e i, e
mDl
Ad

Inter-controller roaming can appear to work, but the hand-off does not complete and the client loses connectivity when

DHCP renew is performed if DHCP proxy enabled

vel
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Infrastructure: Fast Restart

Commands > Restart 73% Faster

| JS@ Cases

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

Commands System Restart Save and Restart | _Restart without Save | LAG <' > n 0 LAG

Download File

Upload File

L et 10G<->1G
et High Availability SSO Pairing

} Scheduled Reboot

Reset to Factory
Default

— Post Configuration Wizard

Login Banner

» Redundancy

Web-auth certificate
installation

. Supported on Cisco WLC 7510, 8510, 5520 8540 and VWLC Transfer Download of XML

Process Restart to reduce network and service downtime and improve serviceability




Infrastructure: Enable Pre-image download

Wireless - Global Configurations - AP Image Pre-download

Wireless CDP State IQ’
Ethernet Interface# CDP State
+ Access Points 0 ™1
All APs o
« Radios : "ﬁ
802.11a/n/ac 2 ~
802.11b/g/n 3 ~
Dual-Band Radios Radio Slot# CDP State
Global Configuration
0 4
+ Advanced 1 o
Load Balancing 2 o

Band Select
Preferred Calls
SIP Snooping

Rx Sop Threshold

Login Credentials

Username

Mesh
Password

RF Profiles Enable Password

FlexConnect Groups

FlexConnect ACLs 802.1x Supplicant Credentials

} 802.11a/n/ac

802.1x Authentication
» 802.11b/g/n

» Media Stream AP Failover Priority

, Application Visibility Global AP Failover Priority Disable
And Control
Country AP Image Pre-download
Timers

Download Primary Download Backup
» Netflow
} Qos Interchange Image Abort Predownload

Allows for less network downtime during software updates




FlexConnect: Enable “FlexConnect AP Upgrade”

Wireless - Flexconnect Groups - Edit “Groupname” - Image Upgrade Tab

FlexConnect Groups > Edit 'RetailStore_flexgroup’

!

New
l General l Local Authentication ‘ Image Upgrade I ACL Mapping l Central DHCP l WLAN VLAN mapping

Wireless Control Wireless
FlexConnect AP Upgrade ™

LAN

Slave Maximum Retry Count 44

Upgrade Image

Controller
Primary * | FlexConnect Upgrade
FlexConnect Master APs '
AP Name :
Add Master
Master AP Name AP Model Manual
CAP3702 €3700E no [~ ]
*
*
’\_/ ’
\/ ﬁ
Master AP

Avoids downloading multiple copies of the Access Point software over the slow WAN link to the remote site, reduces

service downtime and reduces risk of download failure

Cisco[( V&/
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FlexConnect: Enable FlexConnect Groups

Wireless - FlexConnect Groups - Edit “Groupname”

FlexConnect Groups > Edit 'RetailStore_flexgroup’

General | Local Authentication | Image Upgrade | ACLMapping | Central DHCP | WLAN VLAN mapping

aaaaaaaaaaaaa

nnnnnnnnn

Allow users to assign specific APs to groups with set configurations, OKC/CCKM key caching for Voice, Local
RADIUS server configuration, consistent WLAN mappings

BRKEWN-2670 © 2016 Cisco and/or its affiliates. All rights reserved. Cisco Public 41
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Network Requirements for the Digital Organization

Self-Aware

@ Insights | Experiences
]

Visibility and Analytics
Driving change through insight

Self-Optimizing
O

Automation | Assurance

Speed and Simplicity

Innovating beyond the standard

Self-Healing Infrastructure
Infra Software | Highly Available

Always on, Always ready

Self-Defending

@ Security | Compliance
ol'IIII II'lo

Threat Defense
Protecting the business and users




Self-Optimizing : Automation & Assurance

RRM and RF

RF Insights and
Optimization with HDX
feature set and Flexible
Radio Architecture

Integration

APIC-EM Trace
APIC-EM Plug and Play
Easy QoS with PnP

O Abstraction and

e //:\\ Cisco Apple Partnership
Core to Edge N Enabling Apple devices with

gold standard for networking,

voice and collaboration.

) Seamless Mobility
L3 mobility, Fast
Roaming 11r/k/v, Fast
SSID

Videostream
QoE Assurance Multicast to Unicast for
Quality of Service Assurance for

a more reliable, better
Applications based on device \) Lync W @ quality video
type and user-role

Jabber/Lync SDN API
QoS Assurance on
Jabber and Lync
Services

Real-time Application
Quality of Service
Application Visibility and Control



Network Plug-N-Play — Simple, Secure, Scalable
Today’s Process / BuNgﬁﬁg&wgnges \

Direct Costs
Central Staging Facility « Shipping after Configuring device
Shi .
equipment - Travel costs for IT installer
% ﬁ * Install OS -
Install Config ’
Network Prime device P ¥ Complexity

Reseller/Part \.Admin L& - Config errors
* Different products / processes

Securlty
« 3" party not secure

Installer

NlAa+tiarAawvl, A AdmAi-

Time/Productivity

* Manual process
* Shipping , Storage, Travel

Unskilled GUI Based Consistent for devices & Secure
Installer PIN(Campus/Branch)



Site Rule
Product ID WLC IP AP Group AP Mode
I AIR-CAP3702I-A-K9 RFDOPP2T025 Site-1-AP WLC-1a Site-1-Group FlexConnect I

PnP Server

WLC IP: WLC-1a

AP Name: Site-1-AP
AP Mode: FlexConnect
AP Group: Site-1-Group

o ————————————— - —

vel
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RF & RRM: Disabling .11b Data Rates

275'@ 12Mbps

Wireless - 802.11b/g/n = Network 3333333:%
iy

200' @ 36Mbps
alle 150' @ 48Mbps
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP ¥
80'@ 54Mbps
« Radios
802.11a/n/ac S02.11b/g Global Paramelers
802.11b/g/n
Dual-Band Radios
Global Configuration General Data Rates**
b Advanced S
802.11b/g Network Status  Enabled 1 Mbps [ Disabled
Mesh [ —
802.11g Support @Enabled 2 Mbps | Disabled
RF Profiles . JE—
Beacon Period (millisecs) 100 5.5 Mbps | Disabled
FlexConnect J—
Groups Short Preamble @ Enabled 6 Mbps | Disabled
FlexConnect ACLs {F;agen:ntatlon Threshald 2346 9 Mbps \7Suppurted
OEAP ACLs 4 o
DTPC Support.  Enabled 11 Mbps | Disabled
Network Lists —
Maximum Allowed Clients 200 12 Mbps | Mandatory
w 802.11a/njac _ —
Network RSSI Low Check | Enabled 18 Mbps | Supported
- RRM RSSI Threshold (-60 to -90 I | eunnorted  *
-80 24 Mbps Supported
RF Grouping dBm) P \aSupported mty
TPC 36 Mbps | Supported
DCA CCX Location Measurement —
Coverage - 48 Mbps | Supported
General Mode (JEnabled 54 Mbps | Supported *
Client Roaming N
Hedia ** Data Rate 'Mandatory' implies that clients wha d t t th,
EDCA P ” 2 landatory' implies that ciients who do not support that
ors EU’;T: ars specific rate will not be able to associate. Data Rate ‘Supported"
(802.11h) implies that any associated cifent that also supports that same rate
High Throughput may communicate with the AP using that rate. But it is not required
(802.11n/ac) that a client be able to use the rates marked supported in order to
CleanAir associate. The actual data rates that are supported depend on the
channel selected as different channels may have different
e bandwidths. The reason is that we show data rates and ailow the user
Netwaork to select the data rates. But in reality, the AP will pick the next lower
+ RRM data rate allowed for that channel if the chosen data rate is not
RF Grouping supported.

Management frames sent at lowest mandatory rate - slows down the entire cell




RF & RRM: Disabling .11b Data Rates

Demonstrating the impact of 802.11b data rates on Channel Utilization

¥ WLANs Current Filter: None [Change Filter) (Clear Filter] m _QJ
WLANs

P Advanced
D WLAN ID Type Profile Name WLAN SSI1D Admin Status Security Policies
Oz WLAN ETAB-PSK ETAB-PSK Enabled [WPA2)[Auth(PSK)] [~}
Oz WLAN ETAB-dot1x ETAB-dotix Enabled [WPA2)[Auth(802.1X)] [~}
Oz WLAN ETAB-Lync ETAB-Lync Disabled [WPA2)[Auth(PSK)] -]
Oa WLAN ETAB-FBConnect ETAB-FBConnect Enabled Web-Passthrough [+ ]
Os WLAN ETAB-VConnect ETAB-VConnect Disabled Web-Passthrough [ +]
Os WLAN ETAB-LocalPolicy ETAB-LocalPolicy Disabled [WPA2)[Auth(PSK)] (]
Oz WLAN cudemot cudemot Enabled [WPA2)[Auth(802.1X)] [+]
M WLAN cudemo? cudemo2 Disabled [WPA2)[Auth(802,1X)] +]
M3 WLAN cudemo3 cudemo3 Disabled [WPA2][Auth(802.1X)) [+ ]
B wa s ] o T o 1 Mbps Mandatory : Channel Utilization 67%
Mu WLAN cudemo$ cudemoS Disabled [WPA2)[Auth(802.1X)] -] - .

T e e it o T o 6 Mbps Mandatory : Channel Utilization 23%

%L} WLAN cudemo? cudemo? Disabled [WPA2)[Auth(802.1X)] [+ ]

vel
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RF & RRM: Restrict Number of WLANS below 4

WLANs - WLANSs

CciIsco MONITOR CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs
v WLANSs Current Filter: None [Change Filter] [Clear Filter] ( Create New .| 'Go
WLANs

» Advanced

[ ] WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies

)1 WLAN Employee Employee Enabled [WPA2][Auth(802.1X)] [~}
)2 WLAN Guest Guest Enabled Web-Auth [~}
)3 WLAN Contractor Contractor Enabled [WPA2][Auth(PSK)] [~

Each SSID needs a separate probe response and beaconing, the more SSIDs the less RF space available for real

data traffic

Cisco[( V&/
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RF & RRM: Enable Channel Bonding — DBS

Wireless = 802.11a/nfac > RRM - DCA

Dynamic Channel Assignment Algorithm b
IChanneI Assignment Method OAutomatic Interval: 10 minutes . . .
" Freeze Invoke Channel Updat Se|eCt the WldeSt Channel Wldth Wlth

OFF * Highest Client Data Rates
AV°‘: :’re‘g” AIP ‘:te”‘ere“ce E::: « Lowest Channel Utilization per Radio
Avoid Cisco AP loa nable - . .
rvoid nom-802.11a noice robled * Minimize Data Retries / CRC errors
fyd et o i e
Channel Assignment Leader Cisco_da:78:24 (172.20.227.99) While avoiding:
Last Auto Channel Assignment 467 secs ago ° Rog ue APS
DCA Channel Sensitivity Medium [ (5 dB) .
Channel Width "720 MHz ) 40 MHz (80 MHz @Best ¢ CleanAlr |nterferer5
Avoid check for non-DFS channel [ Enabled

40/80MHz wide channels in the 5GHz space can 2x/4x the amount of user data than can be

transmitted. For extreme HD deployments use 20 MHz channels to keep cell size small
Cisco[lva/
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RF & RRM: Enable Client Band Select

WLANs - Edit “WLAN-NAME” - Advanced

Challenge
Dual-Band clients persistently connectto 2.4 GHz Dual-Band Client Radio
— - : ) 2.4/5GHz

WLANS > Edit "WNBU-TME = 2.4GHz may have 802.11b/g clients causing
| General | security | Qos | Policy-Mapping | Advanced | contention ‘

Override Interface ACL 1Pvé [None 2] 1Pv6 [None 2]  SPlit Tunne =lEnat e

Layer2 Acl [None 2] . o O

$2 Blacking Action [Disabled D) Hanegement Frame Pratection (M9)

= 2 4GHz is prone to interference
® T X}

Client Ex;

#Enabled 50 MFP Client Protection 4 | Optional : |

maximum Allowed Clients & ) DTIM Period (in beacon intervals)

Static [P Tunneling 22 (JEnabled e e-s) [ Solution V Discovery
Wi-Fi Direct Clients Policy [ Bisabled " Response
AT 2 BandSelect directs clients to 5 GHz optimizing RF DME
Client user idle timeout(15-100000) usage Looking for AP
= Better usage of the higher capacity 5GHz band @ a
= Frees up 2.4 GHz for single band clients 802 11n " X")
Voice -

Optimized RF Utilization by Moving 5 GHz Capable
Client Out of the Congested 2.4 GHz Channels

Allows dual-band clients to move to the less congested 5GHz band

Not recommended for Voice deployments

vel
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RF Profiles : Granular Control

RF Profile > Edit ‘test_bb’

RF Profile > Edit 'HD_2_4' RF Profile > Edit 'CiscoLive_Keynote'
General | 802.11 | RRM | High Density | Client Distribution |
General | 802.11 | RRM | Hj| General | 802.ii | RRM | High Density | Client Distribution |
I Maximum Power Level Assignment (-10 to 30 dBm) |30 Data RSSI(-90 to -60 dBm) -65
_ Minimum Power Level Assignment (-10 to 30 dBm) |-10 Voice RSSI(-30 to -60 dBm -80
Data Rates! MCS|| Data Rates! MCS Settings 9 C ) ¢ )
- Power Threshold v1(-80 to -50 dBm) -70 Coverage Exception(1 to 75 Clients) '3
1 Mbps | Disabled * | 0 6 Mbps | Disabled  # 0 ™ supported Power Threshold v2(-80 to -50 dBm} -57 Coverage Level{0 to 100 %) 25
2Mbps | Disabled ¢ | 1 9 Mbps | Disabled ¢ 1 o supported
somps (oo | 2| it (mend 5 3 @ Supons DCA, Coverage Hole
. . ™ Supported ] g
6 Mbps | Supported ¢ | 3 18 Mbps | Supported * 3 pp
9Mbps | Mandatery : | 4 24 Mbps [ Mandatory 4 & supported
11 Mbps | Disabled ¢ | 5 36 Mbps | Mandatory : 5 # Supparted Noise (-127 to 0 dBm) -70
12 Mbps | Supported + | 6 48 Mbps | Supported = 6 o supported Utilization (0 te 100 %) 80
< 54 Mbps | Supported : o ™ Supported
18 Mbps | Supported * | 7 Seatiel o
e, & supported DCA Channel List
24 Mbps | Mandatory * | 8 & upporte;
36 Mbps | Supported : | 9 o @ supported 1,6 11
10 Supported
48 Mbps | Supported ¢ | 10 & Supp DCA Channels
Supported
54 Mops | Supported ¢ | 1 11 @ supporte
12 @ supported =

Data Rates 2 o sueveres RF Profile > Edit '802.11a_demo’

14 ™ supported

15 o Supported

|| 168 surpored k .| General "|" 802.11 "|" RRM "| High Density |" Client Distribution
liﬁ RF Profile > Edit 'Ciscolive_Keynote' —
~ General | 802.11 | RRM | High Density | Client Distribution B High Density Parameters Multicast Parameters
Maximum Clients(1 to 200) 200 Multicast Data Rates2 | auto |

Load Balancing Client Trap Threshold® 50

Load Balancing Window(0 to 20 Clents) |5 Rx Sop Threshold Parameters High Density

Denial(l to 10) 3

Rx Sop Threshald | Auto |
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Pre-built RF profiles

wit roups
Wireless RF Profile
L Ll o Enable Out Of Box @)
All APs
« Radios Enable Persistence O
802.11a/n/ac
802.11b/g/n Radio
Dual-Band Radios Profile Name Policy Applied
Global Configuration
High-Client-Density-(802.11a) 802.11a No [~ ]
R High-Client-Density-(802.11bg) 802.11b/g  No (~]
Load Balancing
Band Select Low-Client-Density-(802.11a) 802.11a No [~ |
Preferred Calls Low-Client-Density-(802.11bg) 802.11b/g No [~ ==
SIP Snooping . ) . 1
Typical-Client-Density(802.11bg) 802.11b/g No [~ | (N . . 1
Rx Sop Threshold ——— , \ i Pre-built RF profiles for !
Optimized Roaming Typical-Client-Density-(802.11a 802.11a No [~ | N 1 . i
Network Profile \\ : use Wlth AP GroupS :
Mesh T e e
RF Profiles
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RF & RRM: Enable Cisco CleanAir

Wireless - 802.11a/n/ac or 802.11b/g/n - CleanAir

MONITOR

WLANs CONTROLLER WIRELESS

SECURITY

Wireless 802.11a > CleanAir
- Access Points
All APs

CleanAir Parameters
~ Radios

MANAGEMENT COMMANDS

802.11a/n/ac
802.11b/g/n
Dual-Band Radios

Global Configuration

CleanAir
Report Interferersd

Persistent Device Propagation

» Advanced

#Enabled
“Enabled
~Enabled

Menh ¢ Interferences to Ignore
RF Profiles /,

=
Network Lists ¢

FlexConnect Groufs
FlexConnect ACLs ,
~ 802.11a/n/ac {

P—— Trap Configurations

G V4 Enable AQI(AIr Quality Tndex) Trap
R Groupiga
TPC AQI Alarm Threshold (1 to 100)2
oon Enable trap for Unclassified Interferences
“overage |
General Threshold for Unclassified category trap (1 to 99)
Client Roamin} i
e e e o e e e e wEnahia PV IS T Y S ——
-

CleanAir identifies non-WIFI interferers and gen

Cisco[( V&/

Interferences to Detect

TDD Transmitter
Jammer

Continuous Transmitter
DECT-like Phone

Video Camera

Enabled
35

Enabled
20

~Enabled

Trap on these types

Jammer
WiFi Inverted
WiFi Invalid Channel

HELP

FEEDBAC

BRKEWN-2670

ates interferer and air quality reports

© 2016 Cisco and/or its affiliates. All rights reserved. Cisco Public
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RF & RRM: Enable Cisco EDRRM

Wireless - 802.11a/n/ac or 802.11b/g/n > RRM - DCA

EDCA Parameters 104

DFS (802.11h) 108

High Throughput

(802.11n/ac) 112

CleanAir 116
» 802.11b/g/n 132

} Media Stream

Application Visibility

b And Control Extended UNII-2 channels | Enabled
_________________________________ .
Country Event Driven RRM ] L :
Timers j Sensitivity threshold _ :
» Netflow EDRRM ¥ Enabled i : recommended to Medium i
* QoS Sensitivity Threshold | Medium # | AN e

EDRRM triggers RRM to run when an access point detects a certain level of interference

vel
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RF & RRM: RF Group Leader must be an .11ac WLC (Release 7.5+)
In RF Groups with mixed versions

Wireless - 802.11a/n/ac =2 RRM - DCA

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Wireless 802.11a > RRM > Dynamic Channel Assignment (DCA)

¥ Access Points

All APs Dynamic Channel Assignment Algorithm
« Radios
802.11a/n/ac Channel Assignment Method (®)Automatic Interval:| 10 minutes * AnchorTime:| 0
802.11b/g/n

Dual-Band Radios Freeze Invoke Channel Update Once
Global Configuration OFF
» Advanced Avoid Foreign AP interference L?f Enabled
Mesh Avoid Cisco AP load Enabled
RF Profiles Avoid non-802.11a noise \\_/ Enabled
FlexConnect Groups Avoid Persistent Non-WiFi Interference | Enabled
FlexConnect ACLs
Channel Assignment Leader SmartRoam-TME-Lab (172.20.227.100)
+ 802.11a/n/ac
Nenrors Last Auto Channel Assignment 118 secs ago
* RRM DCA Channel Sensitivity Medium *| (15 dB)
RF Grouping -
TPC | channel width 20 MHz (' 40 MHz (+)80 MHz |
o Avoid check for non-DFS channel Enabled

If the RF Group Leader does not support 802.11ac (Release 7.5+), APs in the RF Group cannot select 80MHz

channel widths



Install the app from Make sure you are in
pollev.com/app Slide Show mode
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Optimized Wi-Fi Connectivity

lﬁ‘\ IOS and Cisco devices
(D

recognize each other

O Roaming technologies are
0 enabled automatically



L M Up to 8x faster roaming and
66% more reliable Wi-Fi calling

I

Automatic configuration
reducing complexity for IT

85% fewer messages
exchanged with radius server

o e R

Investment protection -
Leverage existing network
design




Prioritizing Business Apps

Prioritize business critical apps
IT has control over which apps get priority

Enabled using iOS configuration profiles




Benefits of App prioritization

Business data gets priority and
speed even if network is congested

| ——

Reduces complexity - IT can focus on
the business— the network does the
heavy lifting

Better reliability for business apps
. ' | that demand a high quality of service

N
e






Cisco and Apple Optimized Roaming

000 ) 000 )
ol . o8 @

L - 4 L - 4
% %

. Legacy client cannot Legacy client that does .
O = join the same SSID not support 11r/k/v can % O "=
B where 11r is enabled join the same SSID =~
| recognize that you TT |
are an Apple iOS Association
device

1

11r is enabled for you

v v 802.11k, 802.11v
are on by default

sifuan],
CISCO

900,000,

Non-Cisco-AP Cisco-AP




Adaptive 11r/k/v

Features enabled by default on a newly created SSID
WLANSs > Edit "WHOPPERWIFT

BEssEy| seonv [RresEpeplpsey
[ Lover2 RN

Layer 2 Security £ [WPA+WPAZ v|

MAC Filtering® [
Fast Transition

[Fast TmnsiticnlAdaptive V”—} Disable
Over the DS ] Adaptive

Reassociation TimeoutSeconds

Protected Management Frame

PMF Disabled

WPA+WPA2 Parameters

Enable

WPA Palicy O
WPA2 Policy
WPA2 Encryption Vaes | map
OSEN Policy n

Authentication Key Management 22

Cisco[( V&/

—

| wensm | Sewuimy | WUS | rumcyTmepping | Auvanced

Learn Client IP Address 8/ Enabled

HTTP Profiling
an based Centa Enabled e
Central DHCP Processing Enablea il U z
Override DNS Enabled PMIP NAI Type Hexadecimal :
NAT-PAT Enabled PMIP Profile None
Central Assoc Enabled it
PMIP Reaim
Lync Universal AP Admin Support
Lync Server Disabled -2 Universal AP Admin
2% - 11v BSS Transition Support
Assisted Roaming Prediction Optimization || Enabled BSS Transition ]
Neighbor List E’ Ecabled Disassociation Imminent
Neighbor List Dual 8and Szt Disassociation Timer(0 to 3000 TBTT) 200
Oenial Maximum Count 2 Optimized Roaming Disassociation Timer(0 1o
Prediction Minimum Count 2 to 40 TBTT)
B8SS Max Idie Service “
Directed Multicast Service “
Tunneling
Learn Client IP Address §  / Enabled
HTTP Profiling
Vian based Central
b -i:m»q B Enabled PMIP
P Mobility T O
Central DHCP Processing  Enabled FEREYGtiRE Type
Override DNS Enabled PMIP NAI Type Hexadecmal
NAT-PAT Enabled
A PMIP Profile None
Central Assoc Enabled .
PMIP Reaim
e Universal AP Admin Support
Lyne Server Dicablerd il Universal AP Admin u
— 11v BSS Transition Support
N e T e ==y
Assisted Roaming Prediction Optimization S F]
P Enabled
pughhrt e ¢ Disassociation Imminent
ghbor Li Enabled
Neighbor Usk Dust Band Disassociation Timer(0 to 3000 TBTT) 200
1]
Denial Maximum Count 2 Optimized Roaming Disassaciation Tmer(0 4o
Prediction Minimum Count 2 10 40 TBTT)
BSS Max Idle Service ]

. . “

Tunneling

2016 Cisco and/or its affiliates. All rights reserved.
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Benefits of Optimized Wi-Fi Connectivity o’

66x reduction in probability of
poor audio quality experience.
10x more successful end user

b browsing experience
i =~

o1 T . |
f‘ﬁ Automatic configuration
reducing complexity for IT

Up to 50% reduced
management overhead
due to fewer SSIDs

i

86% reduction in network
message load from the
device during roaming

s v i
Investment protection -

Leverage existing
network design

Lower battery usage







Inability to prioritize business-critical
real-time traffic all the way from
clients to the destination

« Today IT administrators can classify
traffic ONLY at the access point. this
implies:

* Inability to prioritize between the client and

l the AP.
* Burden on IT administrator to manage the
applications across the enterprise




Fast Lane enables network administrator to prioritize
applications per your environment

Supports
Fast lane

* . Supports

. e : 2 ila*
Admin can provision Apple IOS device with a QoS profile Fast lane

Applications in whitelist get QoS marking**
Other applications get BE/BK

L My profile for My profile for !
this environment: this environment:
Minecraft = Realtime-interactive Minecraft = BE
Viber = BE Viber = Voice

Supports Fast lane Supports Fast lane
Cisco-AP Cisco-AP

QoS Profile | Voice QoS Trust | AutoQoS | Better EDCA



Fast Lane

- Enabling Fast Lane:

- Sets the WLAN for
Platinum

- Sets WMM to Required

- Platinum profile sets Max
Priority to voice (UP 6),
non-WMM and multicast
to BE, 802.1p disabled,
bandwidth contracts
disabled

- EDCA profile is set to Fast
Lane

Cisco[( Vf/

WLANSs > Edit "WHOPPERWIFI'

| General T Security \| QoS T Policy-Mapping T Advanced \|

Quality of Service (Qo5) | Platinum (voice) Vl
Application Visibility [ Enabled

AVC Profile | none Vl
Flex AVC Profile none

none
Enable |

Override Per-User Bandwidth Contracts (kbps) %

Netflow Monitor

Fastlane

DownStream UpStream
Average Data Rate |0 | |D |
Burst Data Rate o | o |
Average Real-Time Rate |0 | |D |
Burst Real-Time Rate |0 | |D |

Override Per-SSID Bandwidth Contracts (kbps) £

General
EDCA Profile [Fastlane v
Enable Low Latency MAC 2 O

Edit Qo3 Profile

QoS Profile Name

platinum

Description

|For Voice Applications

Per-User Bandwidth Contracts (kbps) *

Average Data Rate
Burst Data Rate
Average Real-Time Rate

Burst Real-Time Rate

DownStream UpStream
o [0 |
o o |
|
|

[o

Per-SSID Bandwidth Contracts (kbps) *

Average Data Rate
Burst Data Rate
Average Real-Time Rate

Burst Real-Time Rate

WLAN QoS Parameters
Maximum Priority
Unicast Default Priority

Multicast Default Priority

Wired QoS Protocol

Protocel Type

DownStream UpStream

lo |

lo lo

|

| |

lo | |
lo I |

Mone W

BRKEWN-2670
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Fast Lane

- Enabling Fast Lane enables
best QoS config globally:

- ACM is enabled on both
bands (load-based), with
max RF bandwidth 50%
and roaming bandwidth to
6%

- Expedited bandwidth is
enabled

Cisco[( Vf/

802.11a(5 GHz) > Media

Voice “|’ video ‘|’ Media ‘|

Call Admission Control {CAC)

Admission Control (ACM)

CAC Method #

Max RF Bandwidth (5-85)(%:)

Reserved Roaming Bandwidth (0-25)(%)

Expedited bandwidth

1 Enabled

Load Based

802.11b(2.4 GHz) > Media

Voice | Video | Media |

Call Admission Control (CAC)

il

SIP CAC Support 2 [ Enabled
Per-Call SIP Bandwidth #

SIP Codec G.711

SIP Bandwidth (kbps) 64

SIP Voice Sample Interval (msecs) 20 w
Traffic Stream Metrics

Metrics Collection O

Admission Control (ACM) Enabled
cAc Method ¢
Max RF Bandwidth (5-85)(%)
Reserved Roaming Bandwidth {0-25)(%) l:l
Expedited bandwidth [
SIP CAC Support 2 [ Enabled
Per-Call SIP Bandwidth ?
SIP Codec G.711 i
SIP Bandwidth (kbps) 64
SIP Voice Sample Interval (msecs) 20 v
Traffic Stream Metrics
Metrics Collection O

BRKEWN-2670
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Fast Lane

- Enabling Fast Lane enables
best QoS config globally:

DSCP is trusted upstream
(instead of UP)

DSCP to UP map is
configured as per IETF
recommendations (“well-
known” DSCP values
mapped to IETF-
recommended values,
“‘unexpected” DSCP values
mapped to BE

Cisco[( Vf/

Wireless

v Access Points
All APs
« Radios
802.11a/nfac
802.11bfg/n
Dual-Band Radios
Global Configuration

QoS Map Config

Qos Map

Trust DSCP UpStream |v]

UP to DSCP Map

L: Priori
» Advanced ser Priority
DSCP Default
Mesh
b ATE DSCP Start
DSCP End
RF Profiles
Modi
FlexC Groups iy

FlexConnect ACLs
FlexConnect VLAN
Templates

OEAP ACLs

Network Lists
802.11a/n/ac
802.11b/g/n

Media Stream
Application Visibility
And Control

Country

Timers

Netflow

*y vy v -

-

* QoS
Profiles
Roles
Qos Map

e

UP to DSCP Map List

R R R N -

-l

Default Start End
DSCP DSCP

DSCP
0

8

16

24

32

34

46

56

BRKEWN-2670

0
8

16
24
32
40
48
63
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7

15
23
31
39
47
62
63

Add DSCP Exception
DSCP Exception

User Prionty
=
DSCP Exception List

DSCP
48
56
46
44
40
38
36
34
3z

P

28
26
24
22
20
18
16
14
12
10

ul
0
0
[}
[}
5
4
4
4
5
30 4
4
4
4
3
3
3
o0
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Benefits of App prioritization

Business data gets priority and
speed even if network is congested

| ——

Reduces complexity - IT can focus on
the business— the network does the
heavy lifting

Reliable mobility for business use

N
e



Cisco & Apple : Upgrade to Latest I0S version

- Although many of the enterprise feature like 802.11r and 802.11k were introduced starting
with Apple iOS 6.0 update, Apple recommends upgrading all the devices to the latest iOS

http://www.apple.com/ios/whats-new/
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Cisco & Apple : 5 GHz Channel preferred

- Cisco recommends a 5 GHz only network and coverage design for all apple devices.

CISCcOo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
WLANSs WLANSs > Edit 'Cisco-Apple’
v WLANs
Security QoS Policy-Mapping Advanced
WLANS General, | | | |

» Advanced
Profile Name Cisco-Apple
Type WLAN
SsID Gisco-Apple UNII-1 Channels
Status Enabled
Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

I Radio Policy 802.11aonly [ I
Interface/Interface
Group(G) management [
Multicast Vian Feature Enabled
Broadcast SSID Enabled
NAS-ID Cisco_5508_1

5 GHz band less affected by non-802.11 sources of interferences and more channels available
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Cisco & Apple : RF design recommendations

e Channel Utilization < 40%.
e Client SNR >= 25 dB.

e 802.11 retransmissions < 15% = S g
* Packet Loss < 1% e
« Jitter < 100 ms. et

Image courtesy: https://support.apple.com/en-us/HT203068

Apple client device should observe a minimum of 2 APs with an RSSI measurement of -67 dBm
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Cisco & Apple : Data Rates

Wireless > 802.11a/n/ac > Network

alvaln
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a Global Parameters
v Access Points
All APs General Data Rates**
~ Radios
802 802.11a Network Status Enabled 6 Mbps. Disabled )
802
Dual-8a Beacon Period (millisecs) 100 9 Mbps. Disabled [
Global Config g‘:e"s‘;“'a""“ Threshold 2346 12 Mbps Mandatory [
» Advanced DTPC Support. Enabled 18 Mbps Supported [ 12 Mbps Data Rate
Mesh Maximum Allowed Clients 200 24 Mbps Mandatory [
» ATF RSSI Low Check Enabled 36 Mbps Supported [ 24 Mbps Data Rat
< s Data Rate
RF Profiles RSSI Threshold (-60 to -90 -80 48 Mbps Supported [ e
dBm)
FlexConnect 54 Mbps Supported [
Groups 802.11a Band Status
FlexConnect ACLs CCX Location Measurement
FlexConnect VLAN Low Band Enabled
Templates
Mid Band Enabled L Enebisd
OEAP ACLs
High Band Enabled
Network Lists
v 802.11a/n/ac =* Data Rate 'Mandatory’ implies that clients who do not support that
Network specific rate will not be able to associate. Data Rate 'Supported’ implies

Cisco highly recommends leaving all MCS rates enabled

Minimum data rate of 12Mbps and 24 Mbps as the mandatory rate. 6 Mbps as the lowest mandatory rate, if

coverage marginal

’
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Network Requirements for the Digital Organization

Self-Aware

@ Insights | Experiences
]

Visibility and Analytics
Driving change through insight

Self-Optimizing
O

Automation | Assurance

Speed and Simplicity

Innovating beyond the standard

Self-Healing Infrastructure
Infra Software | Highly Available

Always on, Always ready

Self-Defending

@ Security | Compliance
ol'IIII II'lo

Threat Defense
Protecting the business and users




Self-Defending : Security and Compliance

. Real-time &
ISE Integration ﬂ@ Dynamic f
Provisioning, BYOD ISE Server Thieeal Deianse Access Control Lists
and Guest Access DNS URL ACL

L2/L3 ACLs
URL Filtering

MSE/ISE location
integration

Location Based Security
policy enforcement

Single Policy
Enforcement
Validate activity across

wireless, wired and
WAN / ;

AAA override Policies
Security, Service and QoS
override policies

VLAN, ACL override
RLAN AAA Override

Secure Guest
Access
Employee and guest
access
Based on deep context )
Wired and Wireless Detection and
Mitigation
Accelerate security issue
detection and resolution

Infrastructure Security
Rogue Management, MFP, 11w, P2P
Blocking, SPT, IP Source Guard , IPv6 RA
guard, WIPS, Local Policy Enforcement



Security : Enable 802.1x authentications on WLAN

WLANSs = Edit ‘WLAN_NAME’ = Security

WLANSs > Edit 'Employee’ WLANSs > Edit "Employee’
General | Security | QoS | Policy-Mapping | Advanced | meEReIml Security | Qos I Policy-Mapping I Advanced |

Layer 2 | Layer 3 I AAA Servers |

|'. Layer 2 | Layer 3 | AAA Servers

> 1
Layer 2 Security & II WPA+WPA2 Bl
MAC Filtering? [ | Select AAA servers below to override use of default servers on this WLAN

Fast Transition Radius Servers

Fast Transition || Radius Server Overwrite interface  |_|Enabled

Protected Management Frame

PMF | Disabled * | Authentication Servers Accounting Servers

WPA+WPA2 Parameters [Q] Enabled @ Enabled

WPA Policy =] | serveri | 1P:172.20.227.106, Port: 1812 * || None ¢ |
WPA2 Policy 5] Server 2 | None + || None *|
e baon Maes Pt Server 3 | MNone +|| None =+ |
Authentication Key Management " "

Server 4 | None + || None *|
Iaoz.lx ™ Enable I - -

Server 5 | None + || None +|
CCKM " Enable

Server 6 | None + || None = |
PSK || Enable

Provides greater network security on WLAN using 802.1x authentication
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Security: Enable 802.1x authentications for AP

Wireless = Access Points - Global Configurations

To enable 802.1X authentication on a switch port, on the switch CLI, enter
these commands:

802.1x Supp"cant Switch# configure terminal
Credentials Switch (config)# dotlx system-auth-control
Switch (config)# aaa new-model
802.1x Authentication o Switch (config)# aaa authentication dotlx default group radius
Switch(config)# radius-server host ip addr auth-port port acct-port port
Username testap key key
Switch (config)# interface fastethernet2/1
Password sesecece

Switch (config-if) # switchport mode access

Confirm Password cesscese Switch (config-if)# dotlx pae authenticator
Switch (config-if)# dotlx port-control auto
Switch (config-if) # end

Provides greater network security by enabling 802.1x on the switch port where AP is connected. Not supported for

Mesh deployments
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Security: Enable Secure Management Access

Management - Telnet—-SSH

Disable Telnet and enable SSH as the default option

CISCO MONITOR WLANs CONTROLLER WIRELESS
Management Telnet-SSH Configuration
Summary Session Timeout (minutes) 5
> SNMP Maximum Number of Sessions 5 %
HTTP-HTTPS Allow New Telnet Sessions No &
Telnet-SSH Allow New SSH Sessions [ Yes :]]
Serial Port

Provides greater security by allowing secure access and denying unencrypted access
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Security: Disable Management Over Wireless

Management - Mgmt Via Wireless

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Management Management Via Wireless
Summary

Enable Controller Management to be accessible from Wireless Clients ||

¥ SNMP \
HTTP-HTTPS
Telnet-SSH

Serial Port

Local Management
Users

User Sessions
F Logs

Mgmt Via Wireless
b Software Activation

F Tech Support

Disallow management of the Controller via Wireless
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Security: Secure Web Access (HTTPS)

Management > HTTP-HTTPS

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Management HTTP-HTTPS Configuration
Y HTTP Access | Enabled # |
» SNMP 3 =
| HTTPS Access 2 TEnabled 7]
HTTP-HTTPS 1 _
WebAuth SecureWeb 2 [_Enabled 3 |
Telnet-S5H N . .
Web Session Timeout 30 Minutes
Serial Port
Local Management Current Certificate
Users
N Name: bsnSsiWebadminCert
User Sessions
: 3rd Part:
¥ Logs Type rd Party
) _ Serial Number: 221348576
Mgmt Via Wireless
id: From 2013 Feb 27th, 00:00:01 GMT Until 2023 Feb 27th, 00:00:
» Software Activation Valid rom e , ntil e , 00:00:01 GMT
Subject Name: C=US, O=Cisco Systems Inc., OU=DeviceSSL (WebAdmin), CN=169.254.1.1
¥ Tech Support
Issuer Name: C=US, O=Cisco Systems Inc., OU=DeviceSSL (WebAdmin), CN=169.254.1.1
MD5 Fingerprint: 58:4f:3d:e6:d6:80:d8:45:90:dc:aa:c8: 1a:71:78:0F
SHA1 Fingerprint: 06:5c:a9:ec:2f:5d:41:18:51:12:eB:6d: 7f:dd:B4:bB:56:21:f9:52

Provides greater security by allowing secure access
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Security : Disable WiFI Direct

WLANs - WLAN Name - Advanced __ __ _ .

Aliow AAA Override Enabled DHCP

Coverage Hole Detection Enabled DHCP Server Override
Enable Session Timeout g5 0
Session Timeout (secs) DHCP Addr. Assignment Required

Aironet 1E Enabled

oEAP
Diagnostic Channel 18 Enabled
Override Interface ACL wva Nore | IPv6 None |  SPitTummel Ecate
Layer2 Ad Nore |

Management Frame Protection (MFP)
URLACL Nore [
P2P Blocking Action Disabled <] MEP Client Protection 4  Optional [
Client Exclusion 3 Benavied 60 DTIM Period (in beacon intervals)

Timeout Value (secs)

Maximum Allowed Clients & 0
802.11a/n (1 - 255) 1
xati ng 11
Static IP Tunneling Enabled 802.11b/g/n (1-255) 1
Wi-Fi Direct Clients Policy Not-Allow NAC

Maximurn Allowed Chients Per AP RaGIC 200
NAC State | Nore B

Clear HotSpot Configuration Enabied
Load Balancing and Band Select

Client user idle timeout(15-100000)

pe DA Client Load Balancing

Unauthorized Devices Corporate

Laptop Cc\)/\r/pL?Arl\alte

Prevent security hole if the device is connected to both the infrastructure and a Personal Area Network (PAN) at the

same time. Will break Android devices
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Security: Enable User Login Policies

Security - AAA - User Login Policies

oo e comoun e s e

Security User Policies

v AAA
General
«» RADIUS S
Authentication
Accounting
FallbackBN = 0 e e e o i e e e e
DNS

I
| -
Downloaded AVP i Range is between 0 — 8.
» TACACS+ 1. When using 802.1X security make sure max-login-ignore-identity-respo . : H H
LDAP i Zero indicates no limit
Local Net Users L ___________________________ |
MAC Filtering | &
Disabled Clients
User Login Policies

Max Concurrent Logins for a user namel 5|

Prevent login attacks by restricting the numbers the users who can use the same login credentials between 1 - 5
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Security: Enable Client Exclusion Policies

Security = Wireless Protection Policies = Client Exclusion Policies

alaln

cIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Disabled Clients
User Login Policies Client Exclusion Policies
AP Policies

WLANs > Edit "WNBU-TME'

Password Policies

» Local EAP Excessive B02.11 Association Failures [ .
General | Security | QoS | Policy-Mapping | Advanced
Advanced EAP Excessive 802.11 Authentication Failures ¥ o DHCP Server =
’ : Enable Session Timeout (g 1800
¥ Priority Order Excessive 802.1X Authentication Failures @ Session Timeaut (secs) DHCP Addr. Assignment [ Required
— - - Aironet 1E Enabled
» Certificate Maximum 802.1x-AAA Failure Attempts | 3 (1-3) o] o
Diagnostic Channel 18 [ JEnabled
. IP Theft or IP Reuse i) =
¥ Access Control Lists
3 Override Interface ACL 1Pv4 [ None ¢ | 1Pv6 [ None +|  SPlitTunnel U Enabled
] . Excessive Web Authentication Failures (3 — —
WL 2 ] Layer2 Acl [ None = .
Policies —_— Management Frame Protection (MFP)
——— P2P Blocking Action | Disabled ]
« Rogu
General Client Exclusion 3 WEnabled 50 MFP Client Protection # | Optional * |
Timeout Value (secs) .
Rogue Rules - .
Friendly Rogue Maximum Allowed Clients & 60 DTIM Period (in beacon intervals)
Standard Signat Static IP Tunneling 11 [JEnabled
Cuarl‘oa—an\glf:? ‘":‘5 E - 802.11a/n (1-255) [1
Stor r ures
o A, S Wi-Fi Direct Clients Policy | Disabled 802.11b/g/n (1 - 255) |1
Summary Maximum Allowed Clients Per AP Radio | 200 e
Client Exclusion Clear HotSpot Configuration [CJEnabled _—
Policies NAC State | None aa)
: Client user idle timeout(15-100000) [ —
b i e Load Balancing and Band Select
Management Frame Client user idle threshold (0-10000000) |0 Bytes
Protection P—— a Client Load Balancing [}
Client Band Select
|5 Web Auth Off Channel Scanning Defer o

Enable exclusion policies to prevent the network from Assoc/Auth failure attacks. Disable for Voice deployments

180 seconds is the recommended default with ISE though 60 seconds is the WLC default. The reason behind this is
the minimum reject interval on ISE for miss-configured supplicant detection is 5 minutes or 300 seconds




Security: Enable Rogue Policies

Security = Wireless Protection Policies - Rogue Policies - General - Low

aliale
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security Rogue Policies
[[Fovo Betection Securiy Lovel o] vigh Gt Custom

e 1= TRAB=a SR % T L LR R R T T T T T T T T T S RaR 1
4( ‘Second: ! I
I 1
Enabied I ]
Enabled 1 1
0 Second: | [ sic14-12b-apa I
S, | jcia-12b-ap2 ]
- ! SEESEET: !
o | -‘ '8 sicia-12b-ap1 |
o I {B Sicia-11b-ap3] sic14-11b-api] $ Sicia 1263p3] i
» Local EAP T (0, 120 to 1800 Sec) | I
Advanced EAP i : |
» Priority Order Rogue containment automatic rve selection  /Enabi d ! :
» Cartificate \ - |
» Access Control Lists | /5" mrmeErRE L
, Wireless Protection ! €B sjc14-11b-ap4 s 1
~ i ! {B sjcl4-11b-ap2 | $ic1a-12b-aps | |
o ] sjcl4-12b-ap5 = |
-_ ] sjcid-11b-3ps )
Ensbled 1 1
Using our SSID Ensbled e T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T TS T TS T TS S m s

Vit clent on Rogue AP —

AcHoc Rogue AP Enavied

@ Eriend Malicious
2\ 2
W

The Rogue Detection Security Level should be set at a minimum to “low”
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ecurity: Set Rogue Detection RSSI

Security = Wireless Protection Policies - Rogue Policies - General

alraln
cIsco MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security Rogue Policies
~ AAA
General Rogue Detection Security Level ) Low () critical (=) custom
* RADIUS o - -
e Rogue Location Discovery Protocol [ MenitorModeaps ¢ |
Accounting Expiration Timeout for Rogue AP and Rogue Client entries 1200 Seconds
Fallback
DNS Validate rogue clients against AAA [JEnabled
EU T AR Validate rogue clients against MSE PEnabled
» TACACS+
LDAP Detect and report Ad-Hoc Networks #Enabled
Local et Users Rogue Detection Report Interval (10 to 300 Sec) 30
MAC Filtering gue Detection POl nterval 0 ec!
Disabled Clients I Rogue Detection Minimum RSSI (-70 to -128) 70 'I
User Login Policies - ~
o T Rogue Detection Transient Interval (0, 120 to 1800 Sec) 300
Gz e 25 Rogue Client Threshold (0 to disable, 1 to 256) 0
¥ Local EAP Rogue containment automatic rate selection #Enabled

Advanced EAP

¥ Priority Order Auto Contain

} Certificate Auto Containment Level | Auto * |

» Access Control Lists Auto Containment only for Monitor mode APs (_|Enabled

- Wireless Protection Auto Containment on FlexConnect Standalone #Enabled

Policies

+ Rogue Pelicies Rogue on Wire [CJEnabled

General Using our SSID #Enabled
Rogue Rules

Friendly Rogue Valid client on Rogue AP #Enabled

Set Rogue Detection Minimum Threshold to -70 to -75 dBm
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BYOD: Radius Timeout >=5 sec

Security > AAA - RADIUS - Authentication

RADIUS Authentication Servers > Edit

Server Index 1
Server Address(Ipvd/IpvE) 9.1.0.100
Shared Secret Format ASCII =

Shared Secret

Confirm Shared Secret

Key Wrap (Designed for FIPS customers and requires a key wrap compliant RADIUS server, ’]
Port Number 1812

Server Status Enabled *

Support for RFC 3576 Enabled ~

Server Timeout 5 secondsh

Netwark User Enable
Management E] Enable
Management Retransmit Timeout 2 seconds
Realm List

IPSec Enable

To prevent pre-mature failover since the default of 2 seconds is generally low for ISE as ISE relies

on backend databases for user lookups and group fetches. Too high causes queue issues on WLC
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BYOD : Disable Aggressive Failover

- config radius aggressive-failover disable command to disable
the aggressive failover feature

- show radius summary to check the status of this feature

- Only fails over to the next AAA server if there are three consecutive clients that
fail to receive a response from the RADIUS server

In some circumstances it can cause the WLC to pre-maturely mark ISE dead in times of high load and cause

additional load on ISE
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Install the app from Make sure you are in
pollev.com/app Slide Show mode
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Self-Aware : Insights and Experiences

_ — Network Data,
E AN ST T\ Remote Monitoring
Cloud Ready / Insights N _
CMX Connect - N Mobile apps for performance
Presence I monitoring on WLC

Service Assurance Insights

Insights and Trends RF Insights

Sensor Based Assurance RF Insights

Client & Network Analytics Air Quality &
Interference Reports
with CleanAir

afre]n
|

Cisco
Lancope’ Netflow
Lancope integration into

Netflow provides
"\N\ @ increased visibility

Best Practices Audit A TR
Application Visibility and
Infrastructure, RRM/RF oyt |

and S_ecurlty Best AVC tie-in with user and device
Practices L
based policies - granular control

Performance Monitoring
RF performance Overview
AP and Client Details
Performance Insight



Application Visibility : Enable AVC and Netflow

Wireless - Application Visibility and Control = AVC Profiles

WLANS > Edit 'Contractor'

‘ General | Security | QoS ‘ Policy-Mapping | Advanced ‘ ___________________ cm!x u

r 1
uality of Service ilver (best e! + H H 1
Qunlty of Servic (9o5)  sitvee (st ot | Enable Application | Lync >
Application Visibility +/ Enabled 1 o i
AVC Profile block_facebook + : Vl Sl b | | |ty : a
Netflow Monitor none * o e e e e o s ] |
WMM [ E
WMM Policy Allowed  + | . v ] . @
¥file > Rule > 'block_facebook d
7920 AP CAC Enabled - -
7920 Client CAC Enabled
W Application Group . browsing s <)
Application Name | facebook s |
: ___________________ =Acti0n Drop *| '
| Add per | K .
l . .
i application rules | 7
] o = e e e e
L - -4

Classifies applications, provides real-time analysis, and allows users to drop or mark data. Per-

user, per-device granularity for control



Device Visibility : Enable Local Profiling

WLANs - Edit > WLAN_NAME - Advanced

WIRELESS SECURITY  MANAGEMENT

COMMANDS HELP  FEEDBACK

MONITOR WIANs CONTROLLER

WLANSs > Edit "Demo-Employee’

General |

Off Channel Scanning Defer

Aty | QoS | Policy-!

S<o0 Defer Pricrity 01234567
AT
S<an Defer Time{msecs) 100
FlexConnect

FlexCeonect Local

Swiching 2 Bahbied
FlexConnect Local Auth 12 Lrabied
Learn Chert 1P Address J Ensbled
Vian based Central

Swaching 43 Enabied
Cantral ONCP Processing Enadied
Overnde DNS Erabied
NAT-PAT Enabled

Cherz Load Balanting
Chent Band Select
Passive Chient
Passrve Chert
Voice
Media Sessicn Secopng
Re-anchor Roamed Voice Chents
¥TS based CAC Polcy
Radius Client Profiling
OHCP Profiling
WTT® Profilng
Local Client Profiling
OHC? Profiling v '\
WTTP Profilng 7
PHIP \

FPMIP Mobiey Type None

th
cisco
Monitor

Summary

Access Points

Cisco CleanAir
) Statistics

» cop

» Rogues
Clients
Sleeping Clients.
Multicast

Applications /

Local Profiling

TTOR  WLANs CONTROLLER

Local Profiling > Device Stats

Device Stats

WIRELESS SECURITY ~MANAGEMENT ~COMMANDS

1 Apple-Device( 33.33% )
W Apple-Pac 33.33% )
05_X-Workstation{ 33.33% )

HELP

Manufacturer Stats

FEEDBACK

W Apple-Device( 66.67% )
M Macintosh-Workstation( 33.33% )

etlesTyme Seest o) Manufacturer Count (%)
: o s : wer
< Macintosh-Workstation 1 n»
1 3333

Client devices can be profiled based on their manufacturer and operating system




Monitoring Wireless Performance
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Wireless

@ Monitoring

& Network Summan

Access Points
Clients

&
AP Performance

Client Performance

¥ Best Practices

Dashboard — What d

240 W 360 W 540 W 1000 -~ 1001 20

Max Configured Connection Rates

AP Distribution by Channel Bandwidth

AP PERFORMANCE - CHANNEL UTILIZATION @

"
3

CONNECTION SCORE (GRAPH O

System view of the connection score across all the

connected clients.

oes It show?

~
155 255 355
802.11s (0) W B02.11b (0) m 802.11g (0) W 802.11n (3)
0 m 802.11a¢c (0}
Client Capability by Spatial Streams Client Capability by Max Protocal
CLIENT PERFORMANCE @ & %
A
2 3
Slow(0-118 Mbps) (1) W medium(120-360 Mbps) (2} 802.11a (0) W 802.11b (0) W 802.11g (0}
fast{360-1000+ Mbps) (0) 802.11n-2.4GHz (3) W £02.11n-5GHz (0) m 802.11ac (D)
Client By Connection Rats Client By Connacted Protocol
CLIENT DISTRIBUTION @ x
0-33 (1) @ 40-69 (0) W 70-100 (2)
Clisnt Distribution by Connaction Scors
Y
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Client View — Where do | find 1t?

~
dfralne ) ) ' )
L e cisco Cisco 2500 Series Wireless Controller Q AP or Client Search Advanced &
@ Monitoring
Network Summary
Access Points CLIENT VIEW
Wi
©Wireless GENERAL CONNECTIVITY
Dashboard
AP Performance User Name
) Unknown (£
Client Performance Start Association  Authentication DHCP Online
Host Name
¥ Best Practices o dell-d630
TOP APPLICATIONS
MAC Address 68:71.:74:bb:1b:97 il
Uptime Associated since 39 Minutes 44 Seconds Name Usage % Usage
ssID TMELABS-PSK 1 = ping 167.6 KB 43.61%
AP N
ame Lc2700-AP3 (Ch 6) 2 = ms-updale 132.4 KB 34.45%
MNearest APs C2700-AP4(-44 dBm) 3 - g5] 47 4 KB 12 33%
C2700-AP1({-41 dBm) N
C2700-AP2(-47 dBm) 4 = dns 184 KB 479%
Device Type Linksys-Device 5 & binary-over-http 7.5 KB 1.96%
Performance Signal Strength: -54 dBm Signal Quality: 32 dB Connection 3 & nttp 4.6 KB 1.19%
Speed: 130 Mbps Channel Width: 20 MHz
Capabilities 202 11n (2.4GHz) (CCXv5) Spatial Stream: 2 7= msesms 4.0 KB 1.04%
Cannection Score a0% 8 ~ netbios-ns 2.4 KB 0.63%
MOBILITY
WLC Wired AP Wireless Client
{LOCAL) (CAPWAP) iLocal) (8D2.11n (2 4GHAILANZZ)
=
[ [ '_..;,’- - '-
AIR-CT2504-K8 C2700-AP3 - nknov
02.188.20.20, ::/128 102.168.21.108 102.188.22. 107
NETWORK Qos B

Cisco[( Vf /
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llent View — Enhancements

CLIENT CONNECTIVITY

A
1 " . . N
o (=] 'cllsclun' ESEEIEY  The widget has been moved to the top of the client Q 4P or Clsnt Search Advenced | & &%
@ Monitoring view page to provide an instant view of the connectivity
=& Network Summary state of the client
Access Points CLIENT VIEW
SWireless Dashboard GENERAL CONNECTIVITY
AP Performance
User Name
Unknown & . .
Start Association Authentication DHCP Online
Host Name
dell-d630
0875745015 07 TOP APPLICATIONS @
CONNECTION SCORE Assosiated since § Hours 3 Minutes Name Usage % Usage
SIS 1 = ssl 21.4 KB 39.21%
New enhancement to indicate how well the client is Looron-aP2 (ch 8 R 18.4 KB 30.10%
connecting to the network based on the client and AP C2700-AP1(-48 dBm) MOBILITY STATE 5.6 KB 10.2%
radios capabilities. A popup provides additional details. SRR Tl e J—
nkaysDey Iog Visualizes the clients data path through the Cisco ove —
FnIE it Ll Unified Wireless network. Also visualizes FlexConnect . -
i H H 1.1 KB 1.98%
Capabilities 802 11n (2 4GHz) (CCXv5) Spatial Stream: 2 (Iocal b”dglng) and Forelgn / Anchor.
Connection Score 100%
MOBILITY
s wied e s cens
Wocay  (chwamy  decan 02110 2. eaHAANIE)
=
&= - =
<
IR R
NETWORK Qos
Desecription Status Description Status
IP Address 192.168.22.107 WM Supportad
IPvB Address fe80::2d58:8e7e: 7a75:1524, 2001:470:52c5:16:2::264 U-APSD Disabled
WLAN 22 QoS Level Silvar
Mobility Role Local
SECURITY & POLICY CLIENT TEST b

Cisco[( Vf/
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Connection Score — Where do

Cisco[( Vf/

Connection Score

Connection Rates

Max AP Rate 217 Mbps

Max ent Rate 144 Mbps

Client Rate 144 Mbps

Spatial Streams

AP Radio

Client Radio

Channel Width

AP Radio

Client Radio

| find 1t?

100%

Connection Score

BRKEWN-2670
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Connection Score — What does it show?

AP MAX CONFIGURED

CONNECTION SCORE

% value based on the Client Actual Rate divided by

Connection Score either the Client Max Capability or Max AP Configured
(whichever is lower).

LIENT MAX CAPABILITY
CLIENT ACTUAL RATE \

Connection Rates (7] 0
The current data rate of the client (reported by the AP). \ L AP Max Configured 217 Mbps — ] 1 O O A)
\ | Client Max Capbility 144 Mbps ] Connection Score
The number of spatial streams supported by the AP Client Actual Rate 144 Mbps ]
radio and advertised by the client.
N Spatial Streams (7]

AP Max Configured 3
CHANNEL WIDTH

The number of spatial streams supported by the AP Client Max Capability 2

radio and advertised by the client.

Channel Width (7]
AP Max Configured 20 MHz .
Client Max Capability 20 MHz .
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Client Troubleshooting — Where do | find it?

Device Type Linksys-Device 5 & binary-over-http 7.5 KB 1.76% A~
Performance Signal Strength- -55 dBm Signal Quality: 32 dB Connection 6 & hitp 46 KB 1.07%
ﬁ M t . Speed: 144 Mbps Channel Width: 20 MHz
onitorin 7 e ’
9 Capabilities 802.11n (2.4GHz) (CCXv5) Spatial Stream: 2 ‘ me-sme 40 KE 0.94%
&% Network Summary Connection Score 100% g+ netbios-ns 2.4 KB 0.56%
Access Points
MOBILITY
Wi wLC Wired AR Wirel, Glient
©Wireless WoBa)  (GaRwaey (el [8b5in (2 scHaLANE2)
Dashboard
e J— _
AP Performance (=] Em- - -8 - == '-
AIR-CT2504-KE C2700-AF3 Unknown
. 102.188.20.20 , 2128 182.168.21.108 102.188.22.107
Client Performance
¥ Best Practices
NETWORK QoS
Description Status Description Status
IP Address 192.168.22 107 WMM Supported
IPv6 Address Unknown U-APSD Disabled
VLAN 22 QoS Level Silver
Mobility Role Local
SECURITY & POLICY CLIENT TEST
Description Status
PING TEST
Palicy RSN (WPA2)
Cipher CCMP (AES)
Key Management PSK
EAP Type N/A
4000ms
ACL (IP/IPvG) None/None
mDNS Profile default-mdns-profile 2000ms
AAA Role None
Oms
W
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Client Troubleshooting — Connection Test

A helpdesk level tool for qummes— CLIENTTEST

. : =0 CONNECTIVITY PING TEST CONNECTION
client connection troublesh:

Click on the section header to expand the pane to

1 [+ Assioned VLAN [ Intefiace 802 11 Association
+ P Addressing ®
- Network Membership AP Namo 03700 AP,

Association Request - Received
Associalion Response : Sent
Association Status : Assoc Success

Traffic light indicators to Vi<t

= Domain Name

determlne Where a prOblerT = Name Server IP Address(es)

Security Policy RSN-PSK .

Simple messaging that clearl?/ _
communicates what the problem is

Network Membership .

IP Addressing .

Enabled per client

- Once initiated will run for up to 3 minutes
allowing the end-user time to disconnect
and re-connect the client to the network

IPv4 Additional Options .
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Client Troubleshooting — Packet Capture

802.11 packet capture tool for
administrators and TAC

capture is to run. 10 Minute default. -
; ) Can select one or more capture filters depending on
. Prev|ous|y Only avallable the packet types you wish to capture. Capture Paint

N

- Enabled per client (1 sessian max

CAPTURE DURATION

Time
{min)

—

FTP SERVER

. Bl Feserver |
° Captu re tl m eS 1 - 60 m I n‘ The FTP server IP address, credentials and path
mlnutes) where the .pcap files are uploaded.

- 802.11 and Protocol based capture filters N

Capture Filters

Packet captures are strea
server in .pcap format for

IP Protocol
O arp O Broadeast Contral
[JData [ Dot1x [J Multicast
e ClIAPP Ouop
OTcp ¥ Management

F 1P Details
IPAddress 192.168.11.10 FTPPath ’
Username cisco Password | oo

.
analysis

N
- Capture files are automatically named
using <AP-NAME><WLC-NAME>-
<DATE> <TIME>

Cisco[( V&/

Q)tu re States

| ClientStatus

| €D

<D

>
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Install the app from Make sure you are in
pollev.com/app Slide Show mode

. v
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http://www.polleverywhere.com/app
http://www.polleverywhere.com/app
http://www.polleverywhere.com/app/help
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https://www.polleverywhere.com/multiple_choice_polls/h6hbA5R4gWwIpti?preview=true
https://www.polleverywhere.com/multiple_choice_polls/h6hbA5R4gWwIpti?preview=true




Assuring Client Experience

Client-in approach: Aligns to today’s workflows and delivers
a clear picture form the user perspective
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Install the app from Make sure you are in
pollev.com/app Slide Show mode

. v
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Install the app from Make sure you are in
pollev.com/app Slide Show mode
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Vision of Network Assurance

Fix

%

Surface undetected client and
network anomalies

errors

01001011000101110010010101100
1011000010101100110

Infrastructure Data Machine Learning

Fix real time issues and get
insight into historic trends and

Predict Client and network
issues before they occur

Insights

>

Sensor Data Crowd Sourcing

0
9 Automate tools to Root cause issues in
discover outliers few Clicks

—

Analytics

Build Resilient and
Reliable Networks



Wireless Service Assurance Use-Cases

What are we trying to solve ?

Q D E3




Wireless Service Assurance Architecture

Configure Cloud Server
on WLC with token

7 Dats

Analytic o Health Stats Stats *, Sethvice Stats
- WLC convert AP to : Q% v ¢
Sensor mode
- Provision Dedicated
Sensors

Dedicated
Sensor




BEST PRACTICES (AireQOS)

Best Practices Recommendations

INFRASTRUCTURE

MESH

Enable High Availability (AP and Client SSO)
Enable AP Failover Priority

Enable AP Multicast Mode

Enable Multicast VLAN

Enable Pre-image download

Enable AVC

Enable NetFlow

Enable Local Profiling (DHCP and HTTP)
Enable NTP

Modify the AP Re-transmit Parameters
Enable FastSSID change

Enable Per-user BW contracts

Enable Multicast Mobility

Enable Client Load balancing

Disable Aironet IE

FlexConnect Groups and Smart AP Upgrade

Set Bridge Group Name

Set Preferred Parent

Multiple Root APs in each BGN

Set Backhaul rate to "Auto”

Set Backhaul Channel Width to 40/80 MHz

Backhaul Link SNR > 25 dBm

Avoid DFS channels for Backhaul

External RADIUS server for Mesh MAC Authentication
Enable IDS

Enable EAP Mesh Security Mode

SECURITY

WIRELESS / RF

Enable 802.1x and WPA/WPA2 on WLAN
Enable 802.1x authentication for AP
Change advance EAP timers

Enable SSH and disable telnet

Disable Management Over Wireless
Disable WiFi Direct

Peer-to-peer blocking

Secure Web Access (HTTPS)

Enable User Policies

Enable Client exclusion policies

Enable rogue policies and Rogue Detection RSSI
Strong password Policies

Enable IDS

BYOD Timers

Disable 802.11b data rates

Restrict number of WLAN below 4
Enable channel bonding — 40 or 80 MHz
Enable BandSelect

Use RF Profiles and AP Groups

Enable RRM (DCA & TPC) to be auto
Enable Auto-RF group leader selection
Enable Cisco CleanAir and EDRRM
Enable Noise &Rogue Monitoring on all channels
Enable DFS channels

Avoid Cisco AP Load

http://www.cisco.com/c/en/us/td/docs/wireless/technology/wlc/82463-wlc-config-best-practice.html

- For Your
Reference



Key Takeaways

Self-Defending Self-Healing

Protect Business and | Always on,
Users with Security and Always Ready
Compliance Robust Network

Self-Optimizing Self-Aware

Innovating Beyond the Driving Change
Standard with Assurance through insight and

and Automation visibility
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References

- Wireless LAN Controller Best Practices

http://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/82463-wlc-config-best-

practice.html

- Cisco & Apple Best Practices

http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-
2/b Enterprise Best Practices for Apple Devices on Cisco Wireless LAN.html

Mobility Design Guide 8.1

http://www.cisco.com/c/en/us/td/docs/wireless/controller/8-1/Enterprise-Mobility-8-1-Design-
Guide/Enterprise Mobility 8-1 Deployment Guide.html

« Cisco Active Advisor

https://www.ciscoactiveadvisor.com

- Config Analyzer

https://upload.cisco.com/cqi-bin/swc/fileexg/main.cqi?CONTYPES=wlc-conf-app-dev
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Complete Your Online Session Evaluation

- Give us your feedback to be
entered into a Daily Survey
Drawing. A daily winner will
receive a $750 Amazon gift card.

- Complete your session surveys
through the Cisco Live mobile
app or from the Session Catalog
on CiscolLive.com/us.

Don’t forget: Cisco Live sessions will be available
for viewing on-demand after the event at
CiscoLive.com/Online

vel
CISCO [lWI BRKEWN-2670 2016 Cisco and/or its affiliates. All rights reserved. Cisco Public 118


CiscoLive.com/Online
http://ciscolive.com/Online
http://ciscolive.com/Online
http://ciscolive.com/us
http://ciscolive.com/us

Continue Your Education

- Demos in the Cisco campus

- Walk-in Self-Paced Labs

- Lunch & Learn

- Meet the Engineer 1:1 meetings

- Related sessions
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Please join us for the Service Provider Innovation Talk featuring:

Yvette Kanouff | Senior Vice President and General Manager, SP Business
Joe Cozzolino | Senior Vice President, Cisco Services

Thursday, July 14t 2016
11:30 am - 12:30 pm,In the Oceanside A room

What to expect from this innovation talk
* Insights on market trends and forecasts
* Preview of key technologies and capabilities
 Innovative demonstrations of the latest and greatest products
» Better understanding of how Cisco can help you succeed

Register to attend the session live now or
watch the broadcast on cisco.com
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