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 “Know what you don‟t know” is a short sentence that I 
personally kept in my mind when preparing for my CCIE, it 
was a very good way of reminding myself to always question 
my understanding of technical topics and look back for what i
didn‟t fully understand in order to dig into it until I understood 
it from A to Z.

 Obviously, it is not very realistic to know everything about all 
topics covered by the exams. So what is the key here? 

 Know where to look for things you know that you don‟t know!! 
Know where to find the information, and know how to find it 
quickly! Know the Cisco documentation! You are not 
expected to remember everything from the top of your head, 
but you are expected to be able to resolve issues quickly with 
the available resources provided to you, Cisco 
Documentation.
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 Refer to CLN for specific info about each CCIE track

 Along with CCIE, there is the CCDE which is the 
expert-level certification in Network Design (not 
listed in this slide)
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 Active

 Suspended

 Inactive

 Total = Active + Suspended + Inactive
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 Total = Active + Suspended + Inactive
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 R = Confirmed events and are available for open 
registration, it does not indicate availability.  You 
must Login to the CCIE Database to view availability 
and register for lab exams.

 C = Canceled, due to low enrollment

 + =  For questions related to this cancellation please 
open a case with www.cisco.com/go/certsupport.
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 Candidates will need to achieve 
minimum score on each section to pass 
the Practical exam.

 Candidates take both sections, 
independent of passing on the first 
section or not.

 Re-reads are available for the R&S track
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 Candidates should check the Lab Blueprint regularly 
prior to taking the exam

 Written lays foundation to 
the Lab Exam

Most topics are identical, only the last one is 
specific to the Written exam:

 Evaluate proposed changes to a Network 

11.01 Evaluate interoperability of proposed technologies 
against deployed technologies

(a) Changes to routing protocol parameters

(b) Migrate parts of a network to IPv6

(c) Routing Protocol migration

(d) Adding multicast support

(e) Migrate spanning tree protocol



 Benefits of the Modular structure

 “Minimize content exposure to maximize content 
security”

 Increase content production pace

 quicker to develop and test smaller modules than 8h 
lab!

 Increase the amount of exam versions with ~same 
development effort thanks to combinations of 
modules:

 Ex: 3x TS + 3x CFG = 9x 8h exams

 Vs 3x 8h exam
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 IOU and L2IOU
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 Ethernet controller is going to be simulated in the 
very next release of L2IOU, so this limitation will not 
apply anymore very soon
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 Questions are „opportunities to score‟, it doesn t
really mean anything as per the quantity of content 
being assessed in the exam.

Ex OSPF config with multiple Areas might be asked in a 
single question or in multiple, content stays the same 
but the opportunities to score is different.

Objective is to keep the exam forms fair by maintaining 
the same opportunities to score and as much as 
possible same content quantity (evaluated by testing 
phases)
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 The lab exam tests any feature that can be 
configured on the equipment and the IOS versions 
indicated on the CCIE web page. You may see more 
recent IOS versions installed in the lab, but you will 
not be tested on the new features of a release 
unless indicated below.
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 Candidates should check the Lab Blueprint regularly 
prior to taking the exam

 Changes to the blueprint will be announced 6months 
in advance
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 CFG Guidelines:

 READ ALL QUESTIONS in each section before proceeding with any configuration.

 BEFORE STARTING THE EXAM, confirm that all devices in your rack are in working order. During the exam, if any device is locked or inaccessible for any reason, you must recover it. When you complete this exam, ensure that 
all devices are accessible to the grading proctor. A device that is not accessible for grading cannot be marked and may cause you to lose substantial points.

 Knowledge of implementation and troubleshooting techniques is part of the skills tested in the configuration section of the lab exam.

 If you suspect that there may be hardware problems with your equipment, contact the lab proctor immediately.

 Points are awarded for working configurations only. Test the functionality of all of the requirements before you complete your exam. As you configure one part of the exam, you may break a previous requirement or configuration.

 No partial points can be granted for any question, all requirements need to be fulfilled in order to receive the points for the question. Some requirements depend on other question's requirements, either before or after the current 
question.

 You will be presented with preconfigured routers and switches. DO NOT change the following configuration on the devices:

 Hostname

 Enable password "cisco"

 Console line configuration

 Throughout the exam, assume these values for variables:

 YY is your 2-digit rack number. For exampl e, Rack number 1 will use "01", Rack number 11 will use "11".

 B is the backbone number. For example, the value for Backbone 2 is 2. Backbone subnets use the following address conventi on: 150.B.YY.0/24. Do NOT change backbone addresses unless you are instructed to do so.

 X is the router number. For example, the value of X for Router 1 is 1.

 Z is any number.

 In any configuration where additional addressing may be necessary, use only the major network as displayed in Diagram 1. Ensure that it does not conflict with a network that is already used in your network.

 Unicast or multicast static and default routes are NOT permitted unless permission to use them is directly stated in a specific quest ion. This restriction includes floating static routes and those routes that were generated by a 
routing protocol. Routes to null 0 that are generated as a result of a dynamic routing protocol solution are permitted.

 Save your configurations frequently.
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 TS Guidelines:

 You will be presented with preconfigured routers and Frame Relay switches in the topology. DO NOT change the following configuration on the devices:

 Hostname

 Enable password "cisco"

 Console line configuration

 For all the authentication configurations in the lab, password is "cisco" unless changed to introduce a break. Do NOT change the AAA configuration unless explicitly stated in a question.

 Points are awarded for finding AND fixing inserted faults in the presented fully configured topology. An inserted fault is an introduced break for a scenario that was previously working. Depending on the scenario, fixing inserted 
faults could require one or multiple command lines on the same or multiple devices.

 The resolution of one incident may depend on the resolution of previous incident(s). The dependency will not be visible if incidents are resolved in sequence.

 There are NO physical faults introduced in the presented topology.

 DO NOT change any routing protocol boundaries. Refer to the provided diagrams.

 DO NOT REMOVE ANY FEATURE CONFIGURED IN ORDER TO RESOLVE AN INCIDENT, YOU MUST RESOLVE THE MISCONFIGURATION RATHER THAN REMOVING IT ALL.

 Static and default routes are NOT permitted unless preconfigured. These restrictions include floating static and those generated by a routing protocol. Routes to Null 0 that are generated as a result of a dynamic routing protocol 
solution are permitted.

 Tunneling and policy-routing are NOT permitted unless preconfigured.

 Dynamic Frame Relay mappings are NOT permitted.

 Points will be deducted for every incident in which candidate uses a prohibited solution.

 Candidates have control of all required devices in the topology.

 If required to verify the reachability from a host machine during the lab exam, use the ping command with source option on the router that is shown connected to the subjected host in the diagram.
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 This topology will be used throughout the 
presentation and sample questions will refer to it

 This is a pretty good example of the type of diagram 
that will be available to you during the actual exam
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 You will typically have multiple diagrams: the logical 
diag with L3 links only

 The IGP diag with RP domains

 The BGP diag with AS domains

 Eventually more diags as appropriate
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 FR QoS: LFI/MLPPP



 Take few seconds to carefully read the question and 
think about the requirements and constraints and 
possible solutions
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 R1

interface Serial2/0

encapsulation frame-relay

!

No int s2/0.123

interface Serial2/0.123 multipoint

frame-relay map ip 172.16.123.3 103 broadcast

frame-relay map ip 172.16.123.2 102 broadcast

ip address 172.16.123.1 255.255.255.0

 R2:

interface Serial2/0

encapsulation frame-relay
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 R1

interface Serial2/0.14 point-to-point

frame-relay interface-dlci 104   

ip address 172.16.14.1 255.255.255.0

 R4

interface Serial2/0

ip address 172.16.14.4 255.255.255.0

encapsulation frame-relay

frame-relay interface-dlci 401
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* Portfast: Bypass learning / listening state in access or trunk ports (BLK->FWD).

 (config)# spanning-tree portfast default                <! Enable portfast on all non trunk 
ports.

 (config-if)# spanning-tree portfast

 (config-if)# spanning-tree portfast trunk

 * Bpduguard: Block portfast interfaces if bpdus received.

 (config)# spanning-tree portfast bpduguard default      <! Only for port fast interfaces.

 (config-if)# spanning-tree bpduguard enable

 * Bpdufilter: Stops sending and receiving BPDUs in portfast interfaces.

 (config)# spanning-tree portfast bpdufilter default     <! Disable portfast and bdpufilter if 
bpdus.

 (config-if)# spanning-tree bpdufilter enable            <! Disable STP on the interface.

 * Uplinkfast: Quickly switch root port in the event of an uplink failure (BLK->FWD).

 - Flood the network with multicast from learnt addresses at 150 pps (or max-update-
rate)

 - UplinkFast cannot be enabled on VLANs configured with switch priority.

 (config)#spanning-tree uplinkfast
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 Solution: A
If both sides are set to Auto, trunk will never come 
up

 If set to „nonegociate‟, it implies that an encaps is 
configured (config not accepted when no encaps
configured first)
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 SW1

vtp domain CCIE

vtp mode server

vtp password CCIE

 SW2

vtp domain CCIE

vtp mode client

vtp password CCIE
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 SW1 and SW2

vtp version 2
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 SW1 and SW2

int range e3/0-1

switchport trunk encapsulation dot1q

switchport mode trunk

 SW1

vlan 100

name test

exit

no vlan 100
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 SW1

spanning-tree vlan 1,55,237 root secondary

spanning-tree vlan 10,44,50,60 root primary

 SW2

spanning-tree vlan 1,55,237 root primary

spanning-tree vlan 10,44,50,60 root secondary
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 By default SW1 will be root for all Vlans, if VLAN 1 is 
forgotten, it will cost the points for the question.
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 Checking that the Switch is secondary root means 
that its Priority must be set lower than the default 
32768 but higher than the Root‟s priority

 That‟s what the grading script will be looking for, not 
the configuration
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 Checking that the Switch is secondary root means 
that its Priority must be set lower than the default 
32768 but higher than the Root‟s priority
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Errdisable Port State Recovery on the Cisco IOS Platforms

http://www.cisco.com/en/US/tech/tk389/tk621/technologies_tech_note09186a00806cd87b.shtml

sh interface status > errdisabled

Means that the software detected an error situation on the port and must shut down the port.

There are various reasons for the interface to go into errdisable. The reason can be:

 Duplex mismatch

 Port channel misconfiguration <

 BPDU guard violation <

 UniDirectional Link Detection (UDLD) condition <

 Late-collision detection

 Link-flap detection

 Security violation

 Port Aggregation Protocol (PAgP) flap

 Layer 2 Tunneling Protocol (L2TP) guard

 DHCP snooping rate-limit

 Incorrect GBIC / Small Form-Factor Pluggable (SFP) module or cable

 Address Resolution Protocol (ARP) inspection

 Inline power

 After you fix the root problem, the ports are still disabled if you have not configured errdisable recovery on the switch. In this case, you must reenable the ports manually. Issue the 
shutdown command and then the no shutdown interface mode command on the associated interface in order to manually reenable the ports.
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 EIGRP Neighbors:

Packet types

Hello – multicast - Not acknowledged

Must be in same AS and K-values must match

Source of hello is primary subnet on interface

Passive-int stops hellos on specified interfaces

Neighbor cmd sends hellos as unicast and avoid mcsat hello > required on 
adjacent neighbors
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 http://www.cisco.com/en/US/docs/ios/12_0s/feature/guide/eigrpstb.htm
l
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 R2

router eigrp 777

no auto-summary

network 172.16.237.0 0.0.0.255

 R3

router eigrp 777

no auto-summary

network 172.16.237.0 0.0.0.255

 SW1

router eigrp 777

no auto-summary

network 172.16.237.0 0.0.0.255
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 The filters may be specific or general but need to 
use the gateway option with the ingress distribute 
list.
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 Green code in verif means that the script will have to 
recursively check for the „prefix-list‟ or „access-list‟ 
named “ALLOWED-PREF” and check for the 
expected values…
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 Technology handbook

http://docwiki.cisco.com/wiki/Enhanced_Interior_Gateway_Routing_Protocol

 Introduction to EIGRP

http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800
93f07.shtml

 Enhanced Interior Gateway Routing Protocol

http://www.cisco.com/en/US/tech/tk365/technologies_white_paper09186a008
0094cb7.shtml
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 This sample question is only listing some interesting
requirements from a typical set of OSPF questions: 
in the real lab, all these requirements would be 
distributed into multiple sub-questions, usually 
separated per area
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 Timer may be tuned in either R1 or R4, the point is 
to get the OSPF neighborship up while fullfilling the 
requirement of network-type mismatch

 This is an example of multiple solutions and the 
verification will not account for any of them, just 
checking the requirement is respected and the 
OSPF neighorship up as expected

 Check in either side what the default is “sh ip ospf
interface s2/0” and set the hello time identical on the 
other side…
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 Checking neighborship, interfaces, state and area 
can all be done at once, more details can be seen 
individually per interface with „sh ip ospf int br‟

 Checking area types would also be done via “sh ip
protocol” : ex:

R1#sh ip proto | s ospf

Routing Protocol is "ospf 1"

Outgoing update filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set

Router ID 180.1.1.1

It is an area border and autonomous system boundary 
router

Redistributing External Routes from,

Number of areas in this router is 3. 1 normal 1 stub 
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 Checking reachability implies that the Virtual-link is 
up and functional, whatever config was used for it

 Checking from Area 0‟s R2 ensures that no other 
issue may impact on this question (ie. redistribution 
between EIGRP/OSPF could eventually alter 
reachability to Area 60 while the OSPF config is 
correct, see later).
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 Missing a prefix in the routing table may be very 
expensive as all questions requiring reachability to it 
will lose points, even if the configuration is fine

 This is very frequent and candidates who make this 
mistake often complain about their score report 
because it doesn‟t match their expectation as all 
their configurations are functional as per the 
requirements. They just forgot something that at the 
end doesn‟t change much on the functional config.
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 OSPF Design guide:

http://www.cisco.com/en/US/tech/tk365/technologies_white_paper09186a008
0094e9e.shtml

 Troubleshooting OSPF

http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800
949f7.shtml

 OSPF FAQ

http://www.cisco.com/en/US/tech/tk365/technologies_q_and_a_item09186a0
080094704.shtml
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 Two New LSA Types

Link-LSA (LSA Type 0x2008)

There is one Link-LSA per link.  This LSA advertises the router's link-local 
address, list of all IPv6 prefixes and options associated with the link to all 
other routers attached to the link

Intra-Area-Prefix-LSA (LSA Type 0x2009)

Carries all IPv6 prefix information that in IPv4 is included in   Router-LSAs
and Network-LSAs

 Two LSAs are Renamed

Type-3 summary-LSAs, renamed to “Inter-Area-Prefix-LSAs”

Type-4 summary LSAs, renamed to “Inter-Area-Router-LSAs”
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 In this case, SW1/VLAN237 will not have any routes 
to the OSPF domain. Since there is no requirements 
about this, do not spend time resolving reachability 
to it.

 Full fill the requirements only

 Again, CCIE is not a test on real-life scenario nor 
best practices
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 www.cisco.com/ipv6

 IPv6 Addressing Architecture (RFC 4291): 
http://www.ietf.org/rfc/rfc4291.txt

 IPv6 Global Unicast Address Format (RFC 3587): 
http://www.ietf.org/rfc/rfc3587.txt

 Deprecating Site Local address (RFC 3879): 
http://www.ietf.org/rfc/rfc3879.txt

 Unique Local IPv6 Unicast Addresses (RFC 4193): 
http://www.ietf.org/rfc/rfc4193.txt
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 Routes redistributed from one protocol (higher AD) into another 
protocol (lower AD) will NOT be in the routing table on redistributing 
router as originated by the second protocol, although AD is lower. 

 Know the differences between each protocols‟ redistributions

RIP auto-summarization

EIGRP metric required

OSPF subnet keyword

Etc…
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 The RIP metric can be any number, the script will 
just check for RIP routes on R5 and ignore the 
metric.
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 Routing loop will likely happen when external routes 
are being redistributed mutually

 Be careful to not over-configure things to ensure 
optimal routing but introducing induced routing loops.
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 Both R2 and R3 are marking prefixes per protocol (set tag 77 for prefixes originated in EIGRP and set tag 88 for prefixes 
originated into OSPF) then they redistribute them in both sides and both protocol filters the prefixes marked AND 
redistributed by the other side, which ensures no routing loop may ever happen

 However, this solution may cause some suboptimal routing

R2 may point SW1.lo via R1 (AD of OSPF 110 is lower than EIGRP external 170)

If EIGRP ext distance is lowered on R2/R3, it will cause R6.e0/0/VLAN60 to become unreachable due to a routing loop

R1#traceroute 172.16.60.6

Type escape sequence to abort.

Tracing the route to 172.16.60.6

1 172.16.123.2 28 msec 40 msec 40 msec

2 172.16.237.3 40 msec 40 msec 40 msec

3  *  *  * 

4 172.16.123.2 68 msec 84 msec 76 msec

5 172.16.237.3 76 msec 80 msec 72 msec

6  *  * 

R1# 

 This solution ensures that any new EIGRP external prefixes redistributed by SW1 will be marked, redistributed and filtered 
in both sides as appropriate

 Ex. http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a008009487e.shtml#ex2
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 Checking reachability to VLAN60 from R1/SW1 ensures that the redistributed prefixes are not being messed up by admin distance tuning in EIGRP domain:

If EIGRP ext distance is lowered, SW1.lo0 will appear to be pointing to SW1 from both R2 and R3 (AD lower than OSPF AD)

But in that case, ALL OSPF redistributed prefixes will be preferred 

R2#sh ip ro 172.16.60.6 | I via

Known via "ospf 1", distance 110, metric 74, type inter area

Redistributing via eigrp 777

• 172.16.26.6, from 6.6.6.6, 00:00:27 ago, via Serial3/0

With „distance eigrp 70 109‟:

R2#sh ip ro 172.16.60.6

Routing entry for 172.16.60.0/24

Known via "ospf 1", distance 110, metric 74, type inter area

Redistributing via eigrp 777

Advertised by eigrp 777 metric 1 1 1 1 1 route-map OSPF2EIGRP

Last update from 172.16.26.6 on Serial3/0, 00:00:27 ago

Routing Descriptor Blocks:

* 172.16.26.6, from 6.6.6.6, 00:00:27 ago, via Serial3/0

Route metric is 74, traffic share count is 1
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 Redistributing routing protocol 
http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186
a008009487e.shtml



© 2009, Cisco Systems, Inc. All rights reserved.

TECCCIE-3610.scr

133



134



135



136

 Option C is the only true statement



 No tricks here, other than the fact the 99.99.99.0 
prefix will not be reachable!

 R1 is not running BGP and is blackholing the traffic 
as it‟s the FR and OSPF Hub

 Typical example of things that are not best practices 
nor real life but still requires you to fill the 
requirement

 Do not spend time making this prefix reachable if not 
required. Just get it in BGP and RIB tables
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 Same example as previously: R5.lo0 will not be 
reachable for other routers than R4 because it is 
known as a BGP prefix only and R1 is not running 
BGP
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Lets focus on this BGP policy question…
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 Note the second permit statement in the route-map, 
it ensures that other prefixes are still forwarded by 
R2
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 Best practice would be to clear ip bgp * in all BGP 
speakers at the same time, once the iBGP and 
eBGP sessions are all configured then observe how 
the BGP table looks like
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 .
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 The algorithm of best path selection will first select the oldest path before the lowest router ID (if paths are external) !!

 http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a0080094431.shtml

See step 10 and 11!

10. When both paths are external, prefer the path that was received first (the oldest one).

This step minimizes route-flap because a newer path does not displace an older one, even if the newer path would be the preferred route based on the next decision criteria (Steps 11, 
12, and 13).

Skip this step if any of these items is true:

You have enabled the bgp best path compare-routerid command.

Note: Cisco IOS Software Releases 12.0.11S, 12.0.11SC, 12.0.11S3, 12.1.3, 12.1.3AA, 12.1.3.T, and 12.1.3.E introduced this command.

The router ID is the same for multiple paths because the routes were received from the same router.

There is no current best path.

The current best path can be lost when, for example, the neighbor that offers the path goes down.

11. Prefer the route that comes from the BGP router with the lowest router ID.

The router ID is the highest IP address on the router, with preference given to loopback addresses. Also, you can use the bgp router-id command to manually set the router ID.

Note: If a path contains route reflector (RR) attributes, the originator ID is substituted for the router ID in the path selection process.
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 The algorithm of best path selection will first select 
the oldest path before the lowest router ID (if paths 
are external) !!

 http://www.cisco.com/en/US/tech/tk365/technologies
_tech_note09186a0080094431.shtml

See step 10 and 11!
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 R3 must not see any outgoing policies for SW1

 R2 must see an outgoing policy, check for the route-
map with 2 permit statements, collect the ACL 
number, check for AS path prepend and check the 
ACL
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 http://www.cisco.com/en/US/tech/tk365/tk80/tsd_technology_support_
sub-protocol_home.html

 http://docwiki.cisco.com/wiki/Border_Gateway_Protocol

 BGP Case studies: 
http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186
a00800c95bb.shtml



© 2009, Cisco Systems, Inc. All rights reserved.

TECCCIE-3610.scr

152



153

 PIM messages:

 Hello

 Register

 Register-Stop

 Join/Prune

 Bootstrap

 Assert

 Candidate RP advertisement

 PIM Sparse Mode

 Any Source Multicast (ASM)

 Source Specific Multicast (SSM)

 Bidirectional (Bidir)

 RP Configuration – Static, Auto-RP, BSR, Anycast

 MSDP
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 IP Addresses use the Class D address space

Class D addresses are denoted by the high 4 bits set to 1110.

 Link Local Address Range.

Range: 224.0.0.0/24

Used for local wire multicast by protocols such as PIM, OSPF, EIGRP, etc. 
These multicasts are always sent with a TTL of 1 and never leave the local 
subnet.

 Global Address Range.

Range: 224.0.1.0 – 238.255.255.255

In general, this address space can be thought of as reserved for global 
multicast to/from the Internet. 

 Option #3 is wrong: Administratively Scoped Address Range.

Range: 239.0.0.0/8

This range is the private multicast address space similar to RFC 1918 unicast
address space and should be used for multicast contained entirely within an 
Enterprise network.

The Administratively Scoped address range is often subdivided into smaller 
ranges that define smaller geographical “scopes” within an Enterprise.

 Scope Relative Address Range.

When the Administratively Scoped address range is subdivided into smaller 
scope ranges, the top 256 addresses of each scope is reserved for “relative” 
addressing.
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 Auto RP requires sparse-dense mode

 If sparse-mode is required, then PIM speakers need 
to enable „ip pim autorp listener‟

 http://www.cisco.com/en/US/docs/ios/12_2/ipmulti/co
mmand/reference/1rfmult2.html#wp1090395

ip pim autorp listener

To cause IP multicast traffic for the two Auto-RP groups 
224.0.1.39 and 224.0.1.40 to be Protocol Independent 
Multicast (PIM) dense mode flooded across interfaces 
operating in PIM sparse mode, use the ip pim autorp
listener command in global configuration mode.
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 NO L2 VPN in R&S Lab exam



 It is implied that the PE has reachability to the 
remote address 11.11.11.11

 If nothing is explicitly mentioned about it, candidate 
will have to figure out how to resolve it.

 One way is to try OSPF with pinging all OSPF 
routers with 224.0.0.5… this would result in a reply 
from 192.168.10.1, the neighboring P router 

 NB to advertise the local loopback in OSPF as BGP 
is sourced from it!

ip cef

mpls ldp router-id Loopback0

interface Ethernet2/0

mpls ip

© 2009, Cisco Systems, Inc. All rights reserved.

TECCCIE-3610.scr

164



© 2009, Cisco Systems, Inc. All rights reserved.

TECCCIE-3610.scr

165



© 2009, Cisco Systems, Inc. All rights reserved.

TECCCIE-3610.scr

166



ip vrf ABC

rd 254:1

route-target export 5.125.16.1:254

route-target import 5.125.16.1:254

!

ip vrf XYZ

rd 254:2

route-target export 254:254

route-target import 254:254
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interface Ethernet0/0

ip vrf forwarding ABC

ip address 192.168.4.254 255.255.255.0

interface Ethernet1/0

ip vrf forwarding XYZ

ip address 192.168.5.254 255.255.255.0

router bgp 254

address-family ipv4 vrf XYZ

neighbor 192.168.5.1 remote-as 15

neighbor 192.168.5.1 activate

no synchronization

exit-address-family

!
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 This whole part is really vanila MPLS config but 
requiring to configure only one PE and PE-CE
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PE#sh ip bgp vpn vrf ABC

BGP table version is 41, local router ID is 9.9.9.9

Status codes: s suppressed, d damped, h history, * 
valid, > best, i - internal,

r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network          Next Hop            Metric LocPrf Weight 
Path

Route Distinguisher: 254:1 (default for vrf ABC)

*> 5.5.5.5/32       192.168.4.1                            0 123 15 
i

*>i5.125.16.0/24    11.11.11.11              0    100      0 i

*> 99.99.99.0/24    192.168.4.1              0             0 123 
i
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 Don‟t forget to enable „send-community‟ for both 
neighbors 
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 Shamlinks are used to route traffic via the MPLS 
backbone when there is a backdoor link between 
two sites which by default would attract the traffic
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interface Ethernet0/0

random-detect

random-detect precedence 0 100 250

random-detect precedence 1 100 250

random-detect precedence 2 100 250

random-detect precedence 3 100 250

random-detect precedence 4 100 250

random-detect precedence 5 100 250

random-detect precedence 6 100 250

random-detect precedence 7 100 250
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 http://www.cisco.com/en/US/technologies/tk543/tk766/technologies_w
hite_paper09186a00800a3e2f.html
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 access-list 100 deny tcp 172.16.10.0 0.0.0.255 eq
smtp 172.16.237.0 0.0.0.255 eq smtp ack

 access-list 100 permit udp 172.16.10.0 0.0.0.255 
range 6000 7000 172.16.237.0 0.0.0.255

 access-list 100 deny udp 172.16.10.0 0.0.0.255 
172.16.237.0 0.0.0.255

 access-list 100 deny icmp host 172.16.14.4 host 
172.16.237.7 echo-reply

 access-list 100 permit ip any any

 interface Serial2/0.123 multipoint

 ip access-group 100 out
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 Ex. Report slowness with the virtual device during 
the time it happens and not after the section is 
completed!

 Use pipe modifier to speed up outputs

 Think before
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 Blended learning has proven to be the most effective 
way of acquiring technical knowledge and practical 
skills. 

 Cisco 360 for CCIE is a flexible, 360-degree learning 
program with multiple purchase options.

 Training is delivered by specially trained and 
authorized expert-level instructors.

 In addition to the packages noted here, many of the 
components are sold individually by Cisco from the 
Cisco Learning Network.  Components purchased 
online are supported by Cisco Learning Partners.

 Cisco 360 has been updated to reflect the recent 
changes to CCIE R&S certification through new 
workshop material, new e-learning lessons on MPLS 
and troubleshooting, an enhanced exercise 
workbook, and new graded assessment labs.
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 Build strong foundation knowledge with reading 
reference materials (books, configuration guide, 
trainings)

 Practice each technologies individually first then mix 
then

 Explore the different options in configuration and 
observe their effects with debugs until you 
understand every steps

 Invent new scenario using the additional config
options and understand their effect

 Use available verification commands, do not rely on 
running config! 

 Anticipate the effect of changes you do and validate 
the effects with verifications
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 Questions often contains many requirements. Its 
easy to miss one.
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 Especially “debug ip routing” or “debug ip mrouting”
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 Define the problem: “Question to the void” until the 
problem is stated in clear terms of networking 
components

 Identify the symptoms: This is where your knowledge 
and experience come into play as the more you 
understand and know, the easiest you will identify 
unexpected behavior or outputs

These are the most critical and difficult steps

Once the problem and symptoms are clarified, most of 
the time, the associated solution(s) will be obvious

 Most of the time, you will be able to determine 
multiple possible causes/hypothesis and will need to 
proof-test each until you find the most likely cause

 Once you found the root cause of the issue, you 
need to build the solution and verify it fits with the 
exam guidelines
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 R15:

R15#ping 189.0.0.11

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 189.0.0.11, timeout is 2 seconds:

.....

Success rate is 0 percent (0/5)

R15#

R15#sh ip ro 189.0.0.11

% Network not in table

R15#

 R12

R12#sh ip ro 189.0.0.11

% Network not in table

R12#
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R12#sh ip bgp 189.0.0.11

% Network not in table

R12#

R11#sh ip ro 189.0.0.11

Routing entry for 189.0.0.11/32

Known via "connected", distance 0, metric 0 (connected, via interface)

Redistributing via eigrp 789 < not into BGP !!!

Routing Descriptor Blocks:

* directly connected, via Loopback0

Route metric is 0, traffic share count is 1

R11#

R11#sh run | s bgp

router bgp 65189

no synchronization

bgp log-neighbor-changes

network 189.0.0.0 mask 255.255.255.0

aggregate-address 189.0.0.0 255.255.255.0 summary-only

neighbor 10.11.12.2 remote-as 65333
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R11#sh ip bgp 189.0.0.11

% Network not in table

R11#

R11#sh run | s bgp

router bgp 65189

no synchronization

bgp log-neighbor-changes

network 189.0.0.0 mask 255.255.255.0

aggregate-address 189.0.0.0 255.255.255.0 summary-only

neighbor 10.11.12.2 remote-as 65333

neighbor 189.0.0.10 remote-as 65189

neighbor 189.0.0.10 update-source Loopback0

neighbor 189.0.0.10 next-hop-self

no auto-summary

R11#

If the mask keyword is configured, then an exact match must exist in the routing table…
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R11#

conf t

router bgp 65189

no network 189.0.0.0 mask 255.255.255.0

network 189.0.0.11 mask 255.255.255.255

end

clear ip bgp *

sh ip ro 189.0.0.11

Routing entry for 189.0.0.11/32

Known via "connected", distance 0, metric 0 (connected, via interface)

Redistributing via eigrp 789

Advertised by bgp 65189

Routing Descriptor Blocks:

* directly connected, via Loopback0

Route metric is 0, traffic share count is 1

R11#
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 R11 ping R8.e1/0:

R11#ping 192.168.100.25

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.100.25, timeout is 2 seconds:

.....

Success rate is 0 percent (0/5)

R11#

 R11 ping SW1 SVI 11:

R11#ping 192.168.100.33

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.100.33, timeout is 2 seconds:

!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/5/20 ms

R11#

 R11 ping SW1 SVI 88

R11#ping 192.168.100.26

Type escape sequence to abort.
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SW1#sh ip ei nei vl 88

EIGRP-IPv4 neighbors for process 789

SW1#

SW1#sh int vl 88 | i line 

Vlan88 is down, line protocol is down 

SW1#
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 VLAN config is ok

 Trunk has manual pruning but doesn‟t look to cause an issue at first

 STP for VLAN 88 is running and blocking on e2/1 only!!!

SW1#sh span mst 2 | i Et2/

port    Et2/0           cost      2000000              rem hops 19

Et2/0            Root FWD 2000000   128.65   Shr

Et2/1            Altn BLK 2000000   128.66   Shr

SW1# ̂ ^^^^^^^^^^^^^^^^

On Sw2:

L2-SW2#sh span mst 2 | i Et2/

Et2/0            Desg FWD 2000000   128.65   Shr

Et2/1            Desg FWD 2000000   128.66   Shr

L2-SW2#

BUT VLAN 88 is not allowed on SW1.e2/0! And SW1.e2/1 is still blocking due to MST not converging PER-VLAN but PER-INSTANCE!!!

SW1#sh span vl 88 | i Et2 

Et2/1               Altn BLK 2000000   128.66   Shr

SW1#
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 Add VLAN 88 in the allowed list on SW1.e2/0

Or

 Select SW1.e2/1 as root port for MST instance 2 (ex: 
SW1.e2/1 port cost 1 or Sw2.e2/1 port-priority 0)
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R20#telnet 124.0.0.25 /so lo0

Trying 124.0.0.25 ... 

% Destination unreachable; gateway or host down

R20#

R20#traceroute 124.0.0.25

Type escape sequence to abort.

Tracing the route to 124.0.0.25

1  *  *  * 

2 

R20#

© 2009, Cisco Systems, Inc. All rights reserved.

TECCCIE-3610.scr

243



 R20

R20#ping 124.0.0.25       

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 124.0.0.25, timeout is 2 seconds:

.....

Success rate is 0 percent (0/5)

R20#ping 192.168.24.25

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.24.25, timeout is 2 seconds:

.....

Success rate is 0 percent (0/5)

R20#ping 10.23.24.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.23.24.1, timeout is 2 seconds:

!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

R20#
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R20: RIP routes seen in OSPF domain:

R20#sh ip ro 124.0.0.25

% Network not in table

R20#sh ip ro 192.168.24.25

% Network not in table

R20#sh ip ro 10.23.24.1

Routing entry for 10.23.24.0/30

Known via "ospf 100", distance 110, metric 85, type intra area

Last update from 172.16.3.10 on Ethernet1/0, 00:51:43 ago

Routing Descriptor Blocks:

* 172.16.3.10, from 172.0.0.23, 00:51:43 ago, via Ethernet1/0

Route metric is 85, traffic share count is 1

172.16.3.2, from 172.0.0.23, 00:51:43 ago, via Ethernet0/0

Route metric is 85, traffic share count is 1

R20#

R25: OSPF routes seen in RIP domain:

R25#sh ip ro 172.0.0.155

Routing entry for 172.0.0.155/32

Known via "rip", distance 120, metric 15
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 Why Are Some OSPF Routes in the Database but Not in the Routing Table?

http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a008009481a.shtml

Reason 1: Network Type Mismatch 

Reason 2: Wrong Address Assignment in Dual Serial Link Setup 

Reason 3: One Side of Point-to-Point Link Included in Wrong Majornet or Subnet 

Reason 4: One Side Is Unnumbered and the Other Side Is Numbered 

Reason 5: Broken PVC in Fully Meshed Frame Relay Environment 

Reason 6: Forwarding Address Known via an External Route 

Reason 7: Distribute List Is Blocking the Routes 

 Common Routing Problem with OSPF Forwarding Address

http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a008009405a.shtml

The value of the forwarding address specified by the autonomous system boundary router (ASBR) (Router 1 in the previous figure) can be either 0.0.0.0 or non-zero. The 0.0.0.0 address 
indicates that the originating router (the ASBR) is the next hop. The forwarding address is determined by these conditions:

The forwarding address is set to 0.0.0.0 if the ASBR redistributes routes and OSPF is not enabled on the next hop interface for those routes. This is true in the figure if Router 1 does not have 
OSPF enabled on the Ethernet interface.

These conditions set the forwarding address field to a non-zero address:

OSPF is enabled on the ASBR's next hop interface AND

ASBR's next hop interface is non-passive under OSPF AND

ASBR's next hop interface is not point-to-point AND

ASBR's next hop interface is not point-to-multipoint AND
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 R20:

R20#sh ip ospf data ext 124.0.0.25

OSPF Router with ID (172.0.0.20) (Process ID 100)

Type-5 AS External Link States

<<<<<< Routing bit not set !!

LS age: 205

Options: (No TOS-capability, DC)

LS Type: AS External Link

Link State ID: 124.0.0.25 (External Network Number )

Advertising Router: 172.0.0.23

LS Seq Number: 80000004

Checksum: 0xD038

Length: 36

Network Mask: /32

Metric Type: 2 (Larger than any link state path)

TOS: 0 

Metric: 20 

Forward Address: 10.23.24.2

External Route Tag: 0
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 Remove ‘redistribute static subnet’ from R22 THEN CHECK R20.......

R22#sh run | s router

router ospf 100

router-id 172.0.0.22

log-adjacency-changes

redistribute static subnets

network 0.0.0.0 255.255.255.255 area 3

R22#conf t

Enter configuration commands, one per line.  End with CNTL/Z.

R22(config)#router ospf 100

R22(config-router)#no redist stat    

R22(config-router)#do sh run | s router

router ospf 100

router-id 172.0.0.22

log-adjacency-changes

network 0.0.0.0 255.255.255.255 area 3

R22(config-router)#^Z

R22#

CHECK R20 DIRECTLY:
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 Telnet eventually completes thanks to the load-
balancing between R21 and R22

 Traceroute is stuck at the 2nd hop due to !H (Host 
unreachable) from R22:
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 Intermittent ping/telnet might be caused by QoS or 
similar policies (rate-limit, MQC, CoPP, ACL?...)

 What else?

 Load-balancing…
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 Check Load-balancing method:

R20#sh cef int e0/0 | i load        

Per packet load-sharing is disabled

R20#sh cef int e1/0 | i load        

Per packet load-sharing is disabled

R20#sh ip cef 124.0.0.25 | i sharing

124.0.0.25/32, version 42, epoch 0, per-destination sharing

R20#

R20#sh ip cef exact-route 172.0.0.20 124.0.0.25 

172.0.0.20      -> 124.0.0.25     : Ethernet1/0 (next hop 172.16.3.10)

R20#

 Check route in both R21 and R22:

R21#sh ip ro 124.0.0.25

Routing entry for 124.0.0.25/32

Known via "ospf 100", distance 110, metric 20, type extern 2, forward metric 75

Last update from 172.16.3.18 on Ethernet0/0, 00:21:05 ago

Routing Descriptor Blocks:

* 172.16.3.18, from 172.0.0.23, 00:21:05 ago, via Ethernet0/0

Route metric is 20, traffic share count is 1
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 Remove the static route from R22

R22#conf t

Enter configuration commands, one per line.  End with CNTL/Z.

R22(config)#

R22(config)#no ip route 10.23.24.2 255.255.255.255 172.16.3.18

R22#clear ip ro *

R22#

R22#sh ip ospf data ext 124.0.0.25

OSPF Router with ID (172.0.0.22) (Process ID 100)

Type-5 AS External Link States

Routing Bit Set on this LSA

LS age: 1213

Options: (No TOS-capability, DC)

LS Type: AS External Link

Link State ID: 124.0.0.25 (External Network Number )

Advertising Router: 172.0.0.23

LS Seq Number: 80000007
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R6#ping 17.17.17.17 so lo1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 17.17.17.17, 
timeout is 2 seconds:

Packet sent with a source address of 6.6.6.6 

.....

Success rate is 0 percent (0/5)

R6#
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R6 has a route to R17:

R6#sh ip ro 17.17.17.17

Routing entry for 17.17.17.17/32

Known via "bgp 65123", distance 20, metric 0

Tag 100, type external

Last update from 172.16.6.1 00:03:33 ago

Routing Descriptor Blocks:

* 172.16.6.1, from 172.16.6.1, 00:03:33 ago

Route metric is 0, traffic share count is 1

AS Hops 2

Route tag 100

R6#

R17#sh ip ro 6.6.6.6    

Routing entry for 6.6.6.6/32

Known via "bgp 65222", distance 20, metric 0

Tag 100, type external

Last update from 10.10.17.1 00:00:05 ago

Routing Descriptor Blocks:
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PE1 looks good:

PE1#sh ip ro vrf VPN-B | i 17.17.17.17

B       17.17.17.17 [200/0] via 10.0.0.114, 00:20:41

PE1#

PE1#sh ip ro 10.0.0.114

Routing entry for 10.0.0.114/32

Known via "ospf 1", distance 110, metric 21, type intra area

Last update from 10.0.0.2 on Ethernet0/0, 11:33:13 ago

Routing Descriptor Blocks:

* 10.0.0.6, from 10.0.0.114, 11:33:23 ago, via Ethernet1/0

Route metric is 21, traffic share count is 1

10.0.0.2, from 10.0.0.114, 11:33:13 ago, via Ethernet0/0

Route metric is 21, traffic share count is 1

PE1#sh mpls fo 10.0.0.114

Local  Outgoing    Prefix            Bytes tag  Outgoing   Next Hop    

tag    tag or VC   or Tunnel Id      switched   interface              

23  18      10.0.0.114/32     0          Et1/0      10.0.0.6     

17        10.0.0.114/32     0          Et0/0      10.0.0.2     

PE1#
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PE4#sh mpls ldp neighbor 

PE4#

PE4#sh mpls int

Interface              IP            Tunnel   Operational

Ethernet0/0            Yes (tdp)     No       Yes         

Ethernet1/0            Yes (tdp)     No       Yes         

PE4#

P1#sh mpls int

Interface              IP            Tunnel   Operational

Ethernet0/0            Yes (ldp)     No       Yes         

Ethernet1/0            Yes (ldp)     No       Yes         

Ethernet3/0            Yes (ldp)     No       Yes         

P1#

P2#sh mpls int

Interface              IP            Tunnel   Operational

Ethernet0/0            Yes (ldp)     No       Yes         

Ethernet1/0            Yes (ldp)     No       Yes         

Ethernet3/0            Yes (ldp)     No       Yes         

P2#
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LDP is TCP#646, established between loopback interfaces

mpls label protocol ldp

mpls ldp router-id Loopback0

Interface X/Y

Mpls ip

P1#sh run | s ldp|mpls

mpls label protocol ldp

mpls ip

mpls ip

mpls ip

mpls ldp router-id Loopback0

P1#

>> P1 must have 4 “mpls ip” statement, et2/0 is missing it

>> same for P2
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P1/P2:
int e2/0

mpls ip

PE4: has TDP enabled

mpls label protocol ldp
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PE4#sh mpls ldp nei

Peer LDP Ident: 10.0.0.100:0; Local LDP Ident 10.0.0.114:0

TCP connection: 10.0.0.100.646 - 10.0.0.114.61707

State: Oper; Msgs sent/rcvd: 17/17; Downstream

Up time: 00:00:23

LDP discovery sources:

Ethernet0/0, Src IP addr: 10.0.0.18

Addresses bound to peer LDP Ident:

10.0.0.2        10.0.0.100      10.0.0.10       10.0.0.18       

10.0.0.30       

Peer LDP Ident: 10.0.0.200:0; Local LDP Ident 10.0.0.114:0

TCP connection: 10.0.0.200.17556 - 10.0.0.114.646

State: Oper; Msgs sent/rcvd: 17/17; Downstream

Up time: 00:00:12

LDP discovery sources:

Ethernet1/0, Src IP addr: 10.0.0.22

Addresses bound to peer LDP Ident:

10.0.0.6        10.0.0.200      10.0.0.14       10.0.0.22       

10.0.0.26       

PE4#

PE4#sh mpls fo 10.0.0.111

Local  Outgoing    Prefix            Bytes tag  Outgoing   Next Hop    
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 Remember: as per the guidelines, a single “fault” 
may involve one or multiple command lines on the 
same or multiple devices.

R6#ping 231.1.1.1 rep 5

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 231.1.1.1, timeout 
is 2 seconds:

.....

R6#
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PIM neighborships are all fine

RP is known in OSPF but not in EIGRP

R2#sh ip pim rp map

PIM Group-to-RP Mappings

R2#

R3#sh ip pim rp map

PIM Group-to-RP Mappings

R3#

R4#sh ip pim rp map

PIM Group-to-RP Mappings

Group(s) 224.0.0.0/4

RP 123.0.0.6 (?), v2v1
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 Some hypothesis might be:

- ACL blocking the group 224.0.1.40

- Dense mode not enabled or Auto-RP listener not enabled

- RP announcements‟ scope too short

Auto-RP listener is enabled in R1, R2, R3 but not in R4 and R5 while R4 and R5 are the ones seeing the RP announcements:

R1#sh ip pim auto

AutoRP Information: 

AutoRP is enabled.

AutoRP groups over sparse mode interface is enabled

PIM AutoRP Statistics: Sent/Received

RP Announce: 0/0, RP Discovery: 0/0

R1#

R1#sh ip pim rp map

PIM Group-to-RP Mappings

R1#

R4#sh ip pim auto
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Add „ip pim autorp listener‟ in R4 and R5 does not 
resolves RP announce up to R1.

Only R1 doesn‟t receive any announcement.

Check scope in R6: value of 3 seems fine at first but is 
not enough: R6 decrement TTL to 2, R4/R5 
decrement to 1 when sending to EIGRP; R2/R3 see 
the announce but don‟t forward it !

conf t

ip pim send-rp-announce Loopback0 scope 4

ip pim send-rp-discovery Loopback0 scope 4

end
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ACL or similar is a likely reason, lets hunt for it:
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 R4 & R5 have an outbound ACL on e1/0 which denies all mcast traffic but the two default groups for RP announce (224.0.0.0 15.255.255.255!!!)

R5#sh access-list

Extended IP access list 199

10 permit ip any host 224.0.1.39 (6 matches)

20 permit ip any host 224.0.1.40 (7 matches)

30 deny ip any 224.0.0.0 15.255.255.255 (3 matches)

40 permit ip any any (24 matches)

R5#

conf t

no access-list 199

access-list 199 permit ip any host 224.0.1.39

access-list 199 permit ip any host 224.0.1.40

access-list 199 permit ip any 224.0.0.0 15.255.255.255

access-list 199 permit ip any any

end
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 The Guidelines are very clear about ACL, one can 
not remove it completely but needs to resolve it.
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Only PE3 is not synchronized, all other devices are synchronized and authenticated
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NTP server is fine:

PE1#sh run | s ntp

ntp authentication-key 1 md5 096F6D203C 7

ntp source Loopback0

ntp master 1

PE1#

NTP config is identical in all NTP client!

PE2#sh run | s ntp

ntp authentication-key 1 md5 0478282F2A 7

ntp authenticate

ntp trusted-key 1

ntp clock-period 17179866

ntp source Loopback0

ntp server 10.0.0.111 key 1

PE2#

PE3#sh run | s ntp

ntp authentication-key 1 md5 0478282F2A 7
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NTP is UDP#123
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NTP is UDP#123

PE3 is the only device with CoPP configured

PE3#sh policy-map control-plane

Control Plane

Service-policy input: CoPP

Class-map: CoPP (match-all)

3335 packets, 280001 bytes

5 minute offered rate 0 bps, drop rate 0 bps

Match: access-group 123

police:

rate 1000000 bps, burst 31250 bytes

conformed 3335 packets, 280001 bytes; actions:

transmit

exceeded 0 packets, 0 bytes; actions:
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Add an entry in the ACL to permit UDP#123

PE3(config)#access-list 123 permit udp any any eq 123

PE3(config)#

NTP: synced to new peer 10.0.0.111

PE3(config)#do sh ntp assoc det | i sane

10.0.0.111 configured, authenticated, our_master, sane, 
valid, stratum 1

PE3(config)#
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 Here is again the main message that I would like you to 
remember when leaving the session.
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