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DNA in Mobility Solutions

 WLC 3504

 vWLC on AWS

 APEX Modules

• Analytics

• Presence Analytics

• Location based Analytics

• Verticalization

• User Engagement

• Custom Guest Experience 

• Location Specific Portal

• Connected Visitors Analytics

• Mobile Applications 

• Location based Engagement  

• 3rd party App integration

• Programmability & extensibility

 Public PnP with ME

 EoGRE tunnel Fallback

 Cisco Apple and ISE BPs

• Apple + Cisco

• Optimize Wi-Fi Connectivity

• Prioritize Business Apps

• Integrate Collaboration

• Automation 

• Flexible Radio Assignment

• WLAN Express Setup 

• Plug n Play Provisioning

• Visibility

• Easy Monitoring & troubleshooting

• App & Device Awareness

• Service Assurance

 Identity PSK

 Encrypted Tunnels

• ISE 2.2/TrustSec

• BYOD Provisioning

• 802.1x Authentication 

• Guest Access

• StealthWatch 

• Visibility and Segmentation

• Threat Detection

• BYOD Monitoring

• Open DNS

• Category-Based Filtering

• Policy Segmentation

• Security Activity Monitor

• Protect the air

• Interference and Air Quality 

• Detect Rogues and attacks

Faster InnovationReduce Cost & Complexity Lower Risk

8.58.5
8.5



DNA Mobility Innovations Journey 

8.38.2 8.5

• Cisco + Apple

• ATF on Mesh

• HTTP URL filtering

• CMX on Cloud

• Easy QoS + PnP

• Client Troubleshooting 
tool

8.4

• Flexible Radio Assignment

• Hyperlocation

• AP Plug n Play

• ATF – Client Fair-sharing

• Smart Licensing

• TrustSec

• OpenDNS integration

• HTTPS URL Filtering

• Zero-touch Setup for 
vWLC

• ISE Best Practice 
defaults

• Hyper-V Support

 vWLC on AWS

 WLC 3504

 ME enhancements

 Identity PSK

 Encrypted Tunnels 

 EoGRE tunnel Fallback

 U3 Interface for Ericsson

 Microsoft CNAME

 APeX



DNA Mobility Innovations 8.5 

Security & ServicesArchitecture Hardware

• vWLC on AWS

• ME Enhancements  

• Identity PSK

• Encrypted Tunnels

• EoGRE tunnel Fallback

• U3 Interface for Ericsson

• Microsoft CNAME

• WLC 3504

• APeX Program for Modules
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Wireless Controller Portfolio

Mobility Express
50 APs/1000 Clients AP 18xx 
100 AP/2000 Clients: AP2/3K
Fleconnect mode

Cisco 8540 

6000 APs

64,000 clients

40 Gbps

Cisco vWLC 
3000 APs
32000 Clients
Flexconnect mode

Small Network

Mid-size Enterprise, Branch 

Control at Central Site

Large Enterprise, Branch 

Control at Central Site

1-100 APs 150-1500 APs 1500-6000 APs

Cisco 5520
1500 APs
20,000 Clients
20 Gbps

Platforms & 

Virtualization

Cisco 3504
150 APs
3000 Clients
4 Gbps



Access Points 150 in Centralized mode

Clients 3000 in Centralized mode

Throughput 4Gbps

HA Support Dedicated RP for HA SSO 

Service Support Dedicated SP

Form factor Side by Side Primary/HA rack mount (1 RU)

I/O interface mGig + 4x1GE, USB

Console: RJ45, mini USB

Flexible 

Deployment

Access Points  Powerful enough to handle 802.11ac 

Wave 2 traffic loads

 Up to 150 AP, 3000 clients, 4Gbps

Seamless 

Scalability

 Seamless migration (configuration 

migration tool from 2504 and 5508)

 Seamless WLC portfolio – feature parity 

across 3504 and 5520

Flexible Deployment  mGig or 4x1GE

 Rack Mount, Cabinet, Desktop ready: 

• 1RU, side by side Rack Mount

• Quiet fanless for cabinet, desktop (up 

to 30C ambient)

 10” depth to fit nicely in cabinet 

HA Support  Pairing with stateful switchover

Target FCS July 2017

Compact (1 RU) | mGig ready | Dedicated RP/SP ports | HA SSO | Side by Side rack mount 

WLC3504 Series Wireless LAN Controller
Industry’s first Wireless LAN Controller with Multigigabit Ethernet



75 APs, 1000 Clients

1 Gbps Throughput 

2504

3504

30 AP Groups

30 FlexConnect Groups

25 APs/FCG

16 VLANs, 64 Interface Groups

14000 PMK Cache 

300 Rogue APs,  500 Rogue Clients, 500 RFIDs 

500 APs/RRM Group

26000 AVC Flows

150 APs, 3000 Clients

4 Gbps Throughput

4094 VLANs, 512 Interface Groups

14000 PMK Cache

600 Rogue APs, 1500 Rogue Clients, 1500 RFIDs

500 APs/RRM Group

180000 AVC Flows

150 AP Groups

100 FlexConnect Groups

100 Flex APs/FCG

Evolution of Wireless LAN Controllers



150 APs, 3000 Clients

4 Gbps Throughput

3504

5508

150 AP Groups

100 FlexConnect Groups,

100 Flex APs/FCG

4094 VLANs, 512 Interface Groups

14000 PMK Cache

600 Rogue APs, 1500 Rogue Clients, 1500 RFIDs

500 APs/RRM Group

180000 AVC Flows

500 APs, 7000 Clients

8 Gbps Throughput 

512 VLANs, 64 Interface Groups

14000 PMK Cache 

2000 Rogue APs,  2500 Rogue Clients, 5000 
RFIDs 

1000 APs/RRM Group

100000 AVC Flows

500 AP Groups

100 FlexConnect Groups

25 APs/FCG

Evolution of Wireless LAN Controllers
For Your
Reference



WLC 3504 Interfaces - Front
SP Port

RJ45 Serial Console

USB 3.0

USB 2.0 Mini-B Serial Console

mGIG

RP Port for HA SSO

4x 1GE, Port 3 and 4 provide 802.3at power

Status LEDs

Reset



WLC 3504 Interfaces - Back

4 Pin locking Molex 

MiniFit Jr Jack

Kensington Security Port

Heat Fins

Smart Fan. Fan OFF for  < 30C and runs when temperature > 30C ambient  



WLC 3504 Power Supply

 Single Power Supply

 PWR-115W-AC : WLC 3504 uses a new 

dual 12V/54VDC output power supply (with 

sufficient capacity to support two 802.3at 

PoE out ports and 12VDC capacity for the 

system. 

 WLC 2504 Power Supply is not compatible 

with WLC3504. 



WLC 3504 Dimensions & Environmental

 Dimensions:  

 8.5 (W) x 9.5 (D) x 1.73 (H) in

 215.9 (W) x 341.3 (D) x 43.94 (H) mm

 Width to allow side-by-side installation in 

single 1RU 19” rack slot

WLC 3504 shall have the following  

environmental specifications:

 Non-operating (storage) 

temperature:  -20 to 70C

 Operating temperature:  0 to 40C

 Operating humidity: 5 to 95% 

(non-condensing)

 Storage Humidity:  0% to 95% RH 

non-condensing

 Heat dissipation(without PoE): 

47W, 160BTU/hr

 Heat dissipation(with PoE): 98W, 

335BTU/hr
8.5in

1.73in



• Powerful enough to 

handle 802.11ac Wave 2 

traffic loads

• Flexible connectivity 

(1- 2.5 - 5 Gbps ports)

• 4-Gbps throughput

• Up to 150APs and 3000 

clients

• Seamless migration (USB 

+ configuration migration 

tool from 2504 and 5508)

• Apple FastLane support

• TrustSec & OpenDNS

support

• Identity PSK

• Application visibility and 

control

• Policy classification 

• Guest/BYOD services

• Bonjour/Chromecast

gateway

• Seamless WLC portfolio –

feature parity across 

3504,  5520 and 8540

• Simplified licensing (RTU)

• License portability 

(3504, 5520 and 8540)

• Simplified deployment 

• Scale as needed 

(add one AP at a time)

• 1- 2.5 - 5 - upgrade 

as you grow & future 

proof your investments

• Pairing with stateful

switchover

• Fast restart - enhanced 

uptime

• Quiet fanless for cabinet, 

desktop environments (up 

to 30C ambient)

• Easy maintenance

High Scalability Integrated Services Return on Investment
High Availability and 

Resiliency

WLC3504 Series Wireless LAN Controller
Small Form factor, Fast, Flexible, Resilient and DNA Ready



WLC 3504 Features
 Multiple Setup Options

 Auto-Install, CLI Setup Wizard, Over-the-air-provisioning etc.

 Support of all AP modes of operation (Local, FlexConnect, Monitor, 

Rogue Detector, Sniffer, Bridge, and Flex+bridge)

 AP Platform Support

 1600, 2600, 3500, 3600

 1700, 2700, 3700

 1800, 2800, 3800

 1815T, OEAP 1810, OEAP 600,

 1815W, 1810W, 702I, 702W

 1530, 1552WU, 1550, 1560, 1570



Software Features

 Internal DHCP Server

 Data DTLS 

 Multicast Support

 Multicast-Multicast

 Multicast-Unicast

 Netflow

 mDNS

 Software Update via USB 



RP Port for HA SSO

High Availability - SSO

 True Box to Box High Availability i.e. 1:1
o One WLC in Active state and second WLC in Hot Standby state 

o Standby unit continuously monitors the health of Active WLC via dedicated link

 Downtime during failover is greatly reduced:
o 2 - 100 msec for a box failover (Active WLC crashes, system hangs, manual reset or forced 

switch-over)

o 350-500 msec in the case of power failure on the Active WLC

o Few seconds in the case of network failover (gateway not reachable)

 Configuration on Active is synched to Standby WLC
o This happens at startup and incrementally at each configuration change on the Active

o What is synced - Access Point data base, Client in “RUN” state, Sleeping Client data 

base, OEAP clients, Internal DHCP, Static CAP config and stats

 There is no preemption in Controller SSO

o When the failed Active WLC comes back online it will join as Hot Standby



High Availability – Design and Deployment
Connecting WLC3504 HA Pair to the wired network

WLC3504

Standby

Single Switch or stack

Po 1 Po 2

WLC3504

Active

L2

Same configuration 
on both Po1 and Po2

Trunk

Port-channels

WLC3504

Standby

Po 1 Po 2

WLC3504

Active

L2

Catalyst VSS Pair
Same configuration 
on both Po1 and Po2

Trunk

Port-channels



 mGig and 4xGE ports can be used 

for switch connectivity

 Only 4xGE ports can be used for 

direct AP connectivity

 mGig port can negotiate 1G, 2.5G, 

and 5G

 If mGig is enabled for 5G, 4xGE 

ports will be set to 100 Mbps

 If mGig is enabled for 2.5G, GE1 & 

GE2 will stay at 1G and GE3 & GE4 

will be set to 100 Mbps

Data Ports Behavior

mGIG 4x 1GE



 4xGE can be used for link 

aggregation

 If mGig is set to 1G, it can 

participate in LAG with GE ports

 LACP and PAgP are not supported 

on the controller

 No direct AP support on mGig and 

therefore can not connect AP to 

mGig

Data Port behavior and LAG Support

mGIG 4x 1GE

EC



WLC 3504 Management WebUI



Software Update
 Supported methods are

o TFTP, FTP, SFTP, HTTP and now USB

 Hookup the USB with single FAT partition containing the image
 Follow the same method as that of FTP/TFTP image download with mode being “USB”

(Cisco Controller) >transfer download mode usb



WLC 3504 Interoperability

AireOS 8.5 ISE 2.2 PI 3.2 CMX10.x

MSE 8.x



Migration

IMPORT 
CONFIGURATION

 Import configuration to 
WLC3504

FIX PORTS, PWD ETC.

 WLC 3504 compatible 
configuration

 Fix configuration as per 
action logs

MIGRATION SCRIPT

 Python based Migration Script
 configValidate.py
> Python configValidate.py 5508cfg.txt

EXPORT 
CONFIGURATION

 Export Configuration
 WLC2504
 WLC5508
 WLC5520

> transfer upload data-type config
> transfer upload start 



Licensing

Portability of 
licenses 
between 

WLC 5520, 
WLC 8540, 
and WLC 

3504

Licensing Options

2
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Access Point - Update
 AP-1815 - Indoor AP

 AP-1540 - Outdoor AP

 APeX AP- 3800 Module Program 



Access Point Software… Quick History

• SoS – Stuart Operating System CY1993 – Pre-802.11 & 340 Series

• Aironet OS (based on VxWorks Wind River) CY1998

• Note: Cisco Acquires Aironet CY2000 – with intent to move to IOS 

• aIOS – Autonomous  IOS (Stand-alone) CY2001

• Unified IOS (controller based) CY2005

• AP-COS – *NEW* (LINUX BASED)

The following Access Points now support Cisco AP-COS



• Centralized, FlexConnect and Mobility Express

Enterprise Class Mission Critical Best in Class

2 Available for High-powered only

1850

• 4x4:3SS 80 MHz

• 1.7 Gbps Performance

• Internal or External 
Antenna

• Tx Beam Forming 

• 2 GE Ports Uplink

• USB 2.0

2800

• 4x4:3SS 160 MHz

• 5 Gbps Performance

• 2.4 and 5GHz or 
Dual 5GHz

• 2 GE Ports Uplink

• CleanAir and ClientLink

• Internal or External 
Antenna

• Smart Antenna Connector

• USB 2.0

3800

• 4x4:3SS 160 MHz

• 5 Gbps Performance

• 2.4 and 5GHz or 
Dual 5GHz

• 2 GE Ports Uplink or 
1 GE + 1 mGig (5G)

• CleanAir and ClientLink

• StadiumVision

• Internal or External Antenna

• Smart Antenna Connector

• USB 2.0

• Investment Proof Modularity

1815
Indoor / High-powered Indoor 
Wall Plate / Teleworker

• 2x2:2SS 80 MHz

• 867 Mbps Performance

• Tx Beam Forming

• Integrated BLE Gateway1

• Max Transmit Power (dBm) 
per local regulations2

• 3 GE Local Ports, including 
1 PoE out3

• Local ports 802.1x ready3

• USB 2.04

1830

• 3x3:2SS 80 MHz

• 867 Mbps Performance

• Tx Beam Forming

• 1 GE Port Uplink

• USB 2.0

1Future availability 3 Available for wall-plate and teleworker only 4 Available for teleworker only

DNA Ready  |  RF Excellence  |  CMX  |  Centralized, FlexConnect or Mobility Express

Dual 5 GHz  |  Flexible Radio  |  HDX

Future Proof

Cisco Aironet 802.11ac Wave 2 Access Point Portfolio
Industry’s most comprehensive and innovative



Cisco Aironet 802.11ac Outdoor Access Point Portfolio
Industry’s most comprehensive and innovative portfolio

1570

• 802.11ac Wave 1

• 4x4:3 80 MHz; 1.3 Gbps

• External antenna model (EAC)

• Cable Modem model (IC/EC)

• SFP

• GPS

• PoE Out 802.3at (Ext Ant. only)

• Flexible Antenna Ports

• CleanAir and ClientLink

• Modularity (Ext Ant. only)

• Centralized, FlexConnect and Mesh

Cable Modem Version Only (IC/EC)

• DOCSIS 3.0, 24x8 

• Internal or External antenna

1540

• 802.11ac Wave 2, MU-MIMO

• 2x2:2,  80MHz, 867 Mbps

• Ultra low profile

• Internal antenna model (I)

• Internal directional antenna model (D)

• PoE (802.3af) power

• Centralized, FlexConnect, Mesh* and 
Mobility Express

New*

DNA Ready  |  RF Excellence  |  CMX

802.11ac Wave 2

*Available mid CY17

New

1560

• 802.11ac Wave 2, MU-MIMO

• 3x3:3, 80MHz, 1.3Gbps (I)

• 2x2:2, 80MHz, 867Mbps (E/D)

• Internal or External antenna model (I/E)

• Internal directional antenna model (D)

• SFP

• Flexible Antenna Ports

• CleanAir and ClientLink

• Centralized, FlexConnect, Mesh and 
Mobility Express
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Cisco Aironet 1815I Series
(Infrastructure)



* Q2’CY’17 demo

Q3’CY17 target availability

Cisco Aironet® 1815i

















Cisco Aironet 1815M Series
(High Power)



Cisco Aironet® 1815m

* Q2’CY’17 demo

Q3’CY17 target availability





















Cisco Aironet 1815W Series
(Wall Plate)














Cisco Aironet® 1815w













































Cisco Aironet 1815T Series 
(Teleworker)











































Use Network PnP service in APIC-EM which resides in customer 

premises to provision the AIR-AP1815T Access Points. Access Point 

can download the AP configuration file from Network Plug and Play 

service which contains the controller information,  AP Group, AP Name 

etc. and join the corporate controller.02
APIC-EM 

Private 

Cloud

Use Cisco Cloud redirect service to redirect AIR-AP1815T Access 

Points to APIC-EM residing in customer premises. Access Point can 

then download the AP configuration file from Network Plug and Play 

service which contains the controller information,  AP Group, etc. and 

join the corporate controller.03
APIC-EM 

Cisco 

Cloud 

Redirect

Deploying AIR-AP1815T

Manually Prime the AIR-AP1815T Access Point with the IP address of 

the corporate controller IP address.

01
Manual 

Priming



http://10.0.0.1/


http://www.cisco.com/c/en/us/support/wireless/aironet-1815-series-access-points/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/products/collateral/wireless/aironet-1815-series-access-points/datasheet-c78-738243.html
http://www.cisco.com/c/en/us/products/collateral/wireless/aironet-1815-series-access-points/datasheet-c78-738499.html
http://www.cisco.com/c/en/us/products/collateral/wireless/aironet-1815-series-access-points/datasheet-c78-738481.html
http://www.cisco.com/c/en/us/products/collateral/wireless/aironet-1815-series-access-points/datasheet-c78-738482.html
http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-4/b_AP_1815_wall_plate_deployment_guide.html


New – AP-1540 Series
Outdoor Access Points



Compact Outdoor Access Point

Cisco Aironet® 1540 Series

• Dual Radio 802.11ac Wave 2

• 2x2:2, 20/40/80 MHz channels

• Std. 802.3af power (13W)

• Small, lightweight (1.25kg)

• Ruggedized for Outdoor: IP65, 

Temp -40 to +65°C

Exceptional Performance at Exceptional Price



AP1540 Joins Outdoor Line as “Little Brother”

1570

15601560

1540
Outer dimensions, 

mm



Outdoor AP 1542I 1542D 1562I 1562D 1562E 1572EAC 1572IC/EC

List Price $995 $995 $1695 $1795 $1795 $4495 $5295 / $6695

Type 802.11ac W2 802.11ac W2 802.11ac W2 802.11ac W2 802.11ac W2 802.11ac W1 802.11ac W1 

Radios
2.4G: 2x2:2

5G:    2x2:2

2.4G: 2x2:2

5G:    2x2:2

2.4G: 3x3:3

5G:    3x3:3

2.4G: 2x2:2 

5G:    2x2:2

2.4G: 2x2:2 

5G:    2x2:2

2.4G: 4x4:3

5G:    4x4:3

2.4G: 4x4:3

5G:    4x4:3

Tx Power / port 21 dBm 21 dBm 24 dBm 24 dBm 24 dBm 24 dBm 24 dBm

Antennas Internal  (wide) Internal (narrow) Internal 
Internal -

Directional

Flexible Antenna 

Port

(dual or single 

band)

Flexible Antenna 

Port

(dual or single 

band)

IC: Internal

EC: External

SPF Port n n n n n

PoE out n n (EC)

Cable modem n

Power options 802.3af 802.3af
UPoE/802.3at 

48 VDC

PoE+ (802.3at) 

48 VDC

PoE+ (802.3at) 

48 VDC
AC, 12 VDC, PoE

40-90V cable plant

12VDC

Data rate (2.4/5G) Mbps 144 /867 144 / 867 216 / 1300 144 / 867 144 / 867 216 / 1300 216 / 1300

Clients per radio 100 100 200 200 200 200 200

CleanAir n n n n n

ClientLink n n n n n

Wireless mesh n n n n n n n

Mobility Express n n n n n

Environment IP-65 IP-65 IP-67 IP-67 IP-67 IP-67 IP-67

Temp Range °C -40 to 65 -40 to 65 -40 to 65 -40 to 65 -40 to 65 -40 to 65 -40 to 65



Outdoor/Mesh SW Roadmap* 
8.4  (Mar ‘17)

• Mesh support for 

AP1560

• Airtime Fairness 

(ATF) for Mesh 

deployments 

(1530/1570)

• Support for AP1540

• Local

• Flex 

• Mobility Express

• MR1 – June 17

8.5   (Jul ’17)

• Mesh support for 

AP1540 

• Planned Releases; dates and content subject

to change

8.x (1H’18)

• WGB on Wave 2 APs

• Mesh for indoor 

Wave 2

• PtP for AP1560 & 

AP1540

• Daisy chain w/ 

1560/1540

Not 

committed yet



3rd Party AP modules APeX 
Access Point eXtensions

A development program to enable an ecosystem of 
expansion modules for Cisco Wireless Access Points 

Being introduced for the AP-3800i/e/p Series



3rd Party Module Ecosystem for 3802I/E/P
• The goal is to promote 3800 module development for IoT etc. enabling

 Strategic Partners

 3rd Party solution vendors

• Permit AP-3800 to easily interface with custom hardware and popular developer 

hardware devices such as Raspberry Pi, Beagle-Bone, Intel Joule etc.

• To provide a development platform with HDK/SDK/APIs to enable IOT-Mobility 

convergence & design for both Hardware and Software based solutions

• Provide a module interface specification and design guidelines defining 

electrical, mechanical, thermal and RF characteristics.

• Almost anything can be developed, beacons, gateways, voice, security etc.



Module Development

Developer onboarding via 

DevNet

Module Development Kit

HDK | SDK

Developer productizes 

module

Enable rapid prototyping with one of the popular development boards

1 2 3

Onboard Develop Productize



Review of AP-3800i/e Port Functionality
Expandability and Investment Protection 

Custom 

Application 

Using Linux

Adv. Security 

and Spectrum 

Analysis

Bluetooth 

Beacon

location 

Antennas

Directional 

Antennas

Stadium 

Panel 

Antenna 

SMART 

ANTENNA

PORT

MODULE

PORT

Self-Discover / 

Self-Configure

Other

Other

PRIMARY 

ANTENNAS

Potential Future 

Expandability

Future Wi-Fi 

Standard

Video 

Surveillance

Custom 

Application 

Using Linux

Bluetooth

Beaconing

3G and 

LTE

Small Cell

Offload 

Other



AP-3800 Hardware Developer Kit
Mounting accommodations 

o 37xx/36xx EM module

o Raspberry Pi 1/2/3

o Beagle Bone Black

o Intel NUC

o Microcenter E100 Intel 

Gateway

Initial modules likely to be:

PoE adapter, Electronic Shelf Labeling, 

Physical Security / Camera Sensor 

Gateways, LED lighting etc.

Prototype Carrier Board



AP-3800 with Developer Module 

Design on the developer board then create 

custom modules – AP has filtering for 

cellular co-existence, can supply power etc.



Module SDK Supported through Devnet
http://Developer.cisco.com/site/devnet/overview

http://developer.cisco.com/site/devnet/overview


Devnet provides the following resources…

 Sample code & applications on DevNet

 Learning labs and documentation

 Tutorials and demo videos

 DevNet Sandbox – Virtually test code for 

common use cases

 Community/Forums to help address technical 

questions
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Identity PSK



Challenges for Enterprises: Advanced security encryption across 
all devices 

Increased demand for 

IoT devices 

Identity security 

without 802.1x 

Simple Operations

High Scale 

Cost Effective 

Cisco Advantage:

Highly scalable identity PSK solution designed for a large multi controller network  

Keys Solution Asks:

Private PSK with RADIUS integration; Per client AAA override  (VLAN / ACL, QoS etc)



Identity PSK

Why do we need IPSK support?

• All clients joining the WLAN share the same key leading to security 
issues if keys are shared with unauthorized users

• In case of key compromised on one client leads to changing the key for 
every client associated to that SSID 

• Most of the IoT devices that use PSK do not have 802.1x supplicant 

• Leading to the need of supporting keys that are configurable per device



Phase 1 deployment scenario
PSK is assigned on external RADIUS Server 

Step 1: User registers device to obtain login Key (PSK)

Step 2: User send PSK request to WLC 
WLC

Radius 

Server 

Radius 

Server 

Both WLC and Radius Server have the key 

Step 3 : (Access Request) WLC performs RADIUS lookup with 

MAC of IOT device as username and password  

Step 4: (Access – Accept) RADIUS responds with VSA as PSK for 

the MAC and User-ID in VSA table 

Step 5: Access-Reject will terminate the connection immediately 

WLC



Controller Configuration

• Radius server added globally

• Add the WLAN with PSK Key and enable 
Mac Filtering 

• Enable AAA Override for the WLAN



ISE Configuration Example



End to End Encrypted  
Tunnel between Anchor 
and Foreign Controllers



Architecture with Mobility Groups prior to 8.5

• Mobility Group allows controllers to peer with each other to support seamless roaming 
across controller boundaries

• APs learn the IPs of the other members of the mobility group after the CAPWAP Join 
process

• Support for up to 
24 controllers, 
24000 APs per 
mobility group

• Mobility messages 
exchanged 
between 
controllers

• Data tunneled between 
controllers in EtherIP (RFC 3378)

BRKEWN-2010 75

E
th
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e
l

Mobility Messages

Controller-C
MAC: AA:AA:AA:AA:AA:03

Mobility Group Name: 
MyMobilityGroup

Mobility Group Neighbours:
Controller-A, AA:AA:AA:AA:AA:01
Controller-B, AA:AA:AA:AA:AA:02

Controller-A
MAC: AA:AA:AA:AA:AA:01

Mobility Group Name: 
MyMobilityGroup

Mobility Group Neighbours:
Controller-B, AA:AA:AA:AA:AA:02
Controller-C, AA:AA:AA:AA:AA:03

Controller-B
MAC: AA:AA:AA:AA:AA:02

Mobility Group Name: 
MyMobilityGroup

Mobility Group Neighbours:
Controller-A, AA:AA:AA:AA:AA:01
Controller-C, AA:AA:AA:AA:AA:03



In release 8.5 end-to-end Tunnel encrypted between Anchor 
and Foreign Controllers

The encrypted tunnel passes trough CAPWAP v4 with DTLS 
encryption

Old Mobility Architecture will be supported 

Client SSO will be supported 

Supported on 5508, WiSM-2, 3504, 5520 and 8540 controllers

Anchor to Foreign Encrypted Mobility Tunnels

Mobility Domain

config mobility encryption enable / disable 

show mobility summary 



Apple and ISE 
Best Practices



Cisco and Apple Best Practices 

http://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/technotes/8-3/Optimizing_WiFi_Connectivity_and_Prioritizing_Business_Apps.pdf
http://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/technotes/8-3/Enterprise_Best_Practices_for_Apple_Devices_on_Cisco_Wireless_LAN.pdf

8.5

http://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/technotes/8-3/Optimizing_WiFi_Connectivity_and_Prioritizing_Business_Apps.pdf
http://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/technotes/8-3/Enterprise_Best_Practices_for_Apple_Devices_on_Cisco_Wireless_LAN.pdf
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Cisco ISE Best Practices 
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vWLC on AWS



Why install AireOS on AWS? 

Full 
capabilities of 

AireOS 8.5

Available for 
partners to 

host

Host your 
own private 

cloud

Flex connect 
mode

Application 
Visibility and 

Control

REST API for 
Orchestration



Amazon Web Services

VPC Networking & 
Compute

EC2

S3Storage and 
CDN EBS

RDS Database
Dynamo 

DB

Catalog of partner developed AMIs (Amazon Machine Images)



Regions and Availability zones

 EC2 is hosted in multiple data centers across the world. A Region is a separate
geographic area. Regions are not connected.

 EC2 instances have to be launched into a specific region. Locating your EC2 
instances close to the end users can reduce latency

 Regions available are Tokyo, Singapore, Sydney, Ireland, Sao Paulo, US East (N.
Virginia), US West (North Cal.), US West (Oregon), GovCloud** (for US government
sensitive workloads only)

 Multiple isolated regions within a Region are called Availability Zones (they are inter-
connected using low latency links).

Amazon VPC key components



Steps to deploy the vWLC in AWS

1
• Set up 

AWS 
Account

2
• Create 

vWLC
instance 
using AWS 
template

3
• Connect to 

vWLC
instance

4
• Join AP



CloudFormation Stack Template

• Text file to create vWLC
instance with required 
resources (type small/large)

• Specifies AMI and region for 
use 

• Assigns a public IP that can be 
used to access the instance 
over the internet. 

• Uses two separate subnets for 
service and management port



vWLC Instance



Managing vWLC Instance



vWLC Instance Access

PC:~ xy$ ssh 34.206.255.12

The authenticity of host '34.206.255.12 (34.206.255.12)' can't be established.

ECDSA key fingerprint is SHA256:xkFIShkFWmgMIm/PbiQfDVmJaSp0YgTuLeheqCX+Qqo.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '34.206.255.12' (ECDSA) to the list of known hosts.

(Cisco Controller)

User: cisco

Password:********

(Cisco Controller) >



Activate License / Join APs



Backup of vWLC Instance



Monitoring vWLC Instance with CloudWatch



vWLC Alarm with CloudWatch



Agenda

Introducing WLC 350401

Access Point Update02

8.4 / 8.5 Software Features03

Mobility Express Update04



Agenda – Cisco Mobility Express

 Release 8.4 Highlights

Quick recap of Cisco Mobility Features

01

 Simplified Day 0
 Conversion - Simplified in Day 1
 Support for Fastlane in UI
 TACACS+ and RADIUS Support for Admin Accounts
 ACL Enhancements
 Support for Configuring External Antennas

Release 8.5 Features

02

 CALEA
 Passpoint
 Support for centralized NAT on Guest WLANs

Release 8.5 Manage Service Provider Features

03
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 Conversion - Simplified in Day 1
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02

 CALEA
 Passpoint
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Release 8.5 Manage Service Provider Features
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Evolution of Cisco Mobility Express Solution

FEB, 2016

8.3 MR1

MAR 2017

8.4

AUG, 2016

8.3

SEP, 2015

8.1 MR2

DEC, 2015

8.2

 Support on 2800 and 3800 APs
 Internal DHCP server support
 Software Update – cisco.com
 Support for Standalone Mode
 Guest Access enhancements
 CMX Cloud Support
 SNMPv3 Support
 Ease of use enhancements
 Serviceability improvements

 Setup Wizard via CLI
 Software Update – HTTP
 NTP Pool support
 Serviceability improvements

Mobility 
Express 

Introduced

 Site Survey
 Support on 1562 

AP

JUL 2017

8.5

 Scale -100 APs/2000 clients
 Day 0 using PnP
 Application Control
 Support for Apple Features
 Guest WLAN Enhancements
 MAC Filtering
 Lobby Ambassador
 Expert View providing more UI

knobs

 Simplified Day 0
 Conversion - Simplified in Day 1
 Support for Fastlane in UI
 TACACS+ and RADIUS Support 
 ACL Enhancements
 Configuring External Antennas
 CALEA
 Passpoint
 Centralized NAT



Feedback is important!!

Make a wish

Comes via EMAIL directly to Product Management

8.4



Which Access Points can run Mobility Express?

AIR-AP1815I-x-K9

AIR-AP1832-x-K9

AIR-AP1852-x-K9

AIR-AP2800-x-K9

AIR-AP3800-x-K9

AIR-AP1562-x-K9AIR-AP1815w-x-K9

50 1000 50 1000 100 2000

50 1000 50 1000 100 2000 50 1000

8.4




